350 East Plumeria Drive
San Jose, CA 95134
USA

March 2011
202-10821-01
v1.0

-

NETGEAR

XCM8800 Web

Management Intertace
User Guide



XCMB8800 Web Management Interface User Guide

© 2011 NETGEAR, Inc. All rights reserved.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or translated
into any language in any form or by any means without the written permission of NETGEAR, Inc.

Technical Support

Thank you for choosing NETGEAR. To register your product, get the latest product updates, or get support online,
visit us at http://support.netgear.com.

Phone (US & Canada only): 1-888-NETGEAR
Phone (Other Countries): See http://support.netgear.com/app/answers/detail/a_id/984.

Trademarks

NETGEAR, the NETGEAR logo, ReadyNAS, ProSafe, Smart Wizard, Auto Uplink, X-RAID2, and NeoTV are
trademarks or registered trademarks of NETGEAR, Inc. Microsoft, Windows, Windows NT, and Vista are
registered trademarks of Microsoft Corporation. Other brand and product names are registered trademarks or
trademarks of their respective holders.

Statement of Conditions

To improve internal design, operational function, and/or reliability, NETGEAR reserves the right to make changes
to the products described in this document without notice. NETGEAR does not assume any liability that may occur
due to the use, or application of, the product(s) or circuit layout(s) described herein.




Contents

Chapter 1 Getting Started

Setting Up the Web Management Interface . ........................ 5
HTTP and HTTPS Setup . ... oo 5
Client SetUP . .. 6
Launching the Web Management Interface ... .................... 6

Dashboard . . ... 6

Main FUNCLIONS . . . ... 8
Menu Bar . . ... 8
Dashboard Switch Summary lcons . .......... ... ... ... ...... 10
Dashboard Work Space . .. ... .. 12

Chapter 2 Port Configuration

Modify Single POrts. . . .. ... 14
PortDetails QoS Tab . .. ... . 14
FDB & VLAN Tab . ... 15
Port Details Sharing & Redundancy Tab .. ...................... 15
Multiple PortDetails . . .. ... ... 16

VLAN Configuration . . .. ... e 17
VLANDetails DHCP Tab . ........ .. e 19
VLAN Details Ports Tab . ... ... ... . 19
VLAN Configuration Procedures . .......... .. ..., 19

SNMP Configuration. . . ... e 20

Dynamic ACL Configuration. .. ........... i 22

Chapter 3 Statistics and Monitoring

EVENt LOg . . .ot 26
Port StatistiCS . . . ... e 27
Statistics Table Screen. . . ... ... . . . e 28
Bandwidth Chart. . . ... ... . . 29
QOS MONItONING. .« o o 30

Chapter 4 Administration

USEr ACCOUNTS . . .ottt e e e e e e e e e e e 32
LocalUsers Tab . ... 32
Global Password Policy Tab. . . ............. .. 33
RADIUS Tab. . ..o e e e 33
TACACS Tab .. 34

USEI SESSIONS . .ttt et e e e 34

CLIShell. . .. 35

Contents | 3



Getting Started

The Web Management Interface is a device management tool for NETGEAR XCM8800 Series
Chassis switches. The Web Management Interface is launched as a Web page on the device.
The client, loaded onto the Web browser, uses SOAP over HTTP to communicate with the
device using XML APIs. The Web Management Interface provides a graphical user interface for

the more commonly used CLI commands, with focus on the statistics and monitoring commands.

Note: The screens shown in this chapter were captured from a variety of
switches. In some cases the information displayed on the screen
varies depending on the switch being used.

This chapter describes the Web Management Interface and contains the following sections:

e Setting Up the Web Management Interface on page 5
» Dashboard on page 6

Chapter 1. Getting Started |
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Setting Up the Web Management Interface

This section describes the setup process required to use the Web Management Interface
with the switch and includes the following topics:

e HTTP and HTTPS Setup on page 5
e Client Setup on page 6
e Launching the Web Management Interface on page 6

HTTP and HTTPS Setup

Before you can launch the Web Management Interface, you must enable the web server on
the switch. You can use either HTTP or HTTPS to access the Web Management Interface.

Note: You must assign an IP address to a VLAN for management access to
the switch.

Web Access Using HTTP
To enable HTTP web access, enter the following command:

XCM8806.1 # enable web http

The switch is now ready for web access using HTTP at the URL http://<switch_ip>.

Web Access Using HTTPS

To enable HTTPS Web access, first check to see if the SSL module is installed. Enter the
following command:

XCM8806.1 # show ssl

If the following displays, the SSL module is not installed:
SSL Module: Not Installed

XCM8806.2 #

The SSL module has to be installed to enable HTTPS Web access. (See the NETGEAR
8800 Series Chassis Switch User Manual “Secure Socket Layer” in the Security chapter and
“Guidelines for Activating SSL” in the Software Upgrade and Boot Options appendix.)

After the SSL module is installed, create a certificate by entering the following command:

XCM8806.2 # configure ssl certificate privkeylen 1024 country us
organization netgear common-name hamel

To enable HTTPS Web access, enter the following command:
8806.1 # enable web https
The switch is now ready for Web access using HTTPS at the URL https://<switch_ip>.

Chapter 1. Getting Started | 5
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Client Setup

You need a standard Internet browser such as Mozilla Firefox (version 1.0 or greater) or
Internet Explorer (version 6.0 or greater) with the Adobe Flash Player 9 plug-in installed.

Note: The Web Management Interface supports up to six concurrent
sessions.

Launching the Web Management Interface

To launch the Web Management Interface, enter the URL of the switch in the address window
of your browser. The login prompt displays, as shown in the following figure.

i Please enter usernamae and password

Switch 66,.166,147.252

Usar nams

Pawyword Login

Figure 1. Login prompt

The login screen displays the switch IP address. You enter a user name and password for
access. The user name and password are the same that you use to access the CLI from a
Telnet or SSH session.

Dashboard

Next, the Dashboard screen displays. The dashboard is the home screen, or opening screen.
This screen provides you with a one-glance-snapshot of switch status, inventory, and
management details.

6 | Chapter 1. Getting Started
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The dashboard is divided into three information panes as shown in the following figure and
described in this section.

Walcema admin
Loggad in since: Fri Fab 11 2051 07
Device [P 66.160.147.252
;i Currant times Fri Feb 11 2011 07 159137 AM
L b
i Dashboard  Configuration & M ing  Admini i Help  Logout || Save cantia |
ACMEZL0
£ Successfully Fetched Dashboard Details,
Location -
Inventory Information
System Type -
XCMas10 4 | 25 roms retrieved. | & H3 [H
x . [ unit 7 v .f!’rtif .lmncrl (£} | .Days1n5a
00:00:00:00:00:00 P JES bl Kot [ kol | it s
Contact Elat- NCMBB4ET  B00421-D0 DOD {32.5) Normal 36 dys 4 hours 30 minutes since Das-16-2010 | &
WOMEBOEX | B00223-00-05 1 {39) Hormal 232 days 10 heurs since Jan-13-2041
Boot Varsion
NETGEAR version 12.4.4.0 v1244.,
Boot Time H
Fri Fab 11 O7:26:40 2011 1
Config File
prirnany.cfy |
|
Active Sessions
4 1
-8 Iz
17]
Management Switch Details Apply |
MSM-A M5M-B
Utanse Lavel NETGEAR Aggr.. Narme XCMEBL10 Current State MASTER
Siots Talnat Aczess Enabled fcabat Image Salectad  primary
i ] =3 ,
- s I S5M Accers Notinstsllad ” imageBooted primary
== =1 =1 o Contact
= SHMP Accwns Enablad Primary Varsien 12.4.4.0
Fan Vi Authentication Server Local Authentic... Secondary Version 12.4.3.1
. Mext Reboot Hane scheduled Config Selected primary.dfg HONE
Paver
B: @z @2 @+« B3 BEs
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Figure 2. Dashboard details

1.

3 - Work space

Switch Summary. Contains summary information about the switch, including:

e The switch name, location, system type, MAC address, and boot version.

* Hardware information, such as the number of slots, fan trays, and power modules in
the switch as well as the status of those elements. Click items in this pane to see
more detailed information about the items. For example, clicking a slot provides you
with such slot information as its state, serial number, and temperature. Refer to
Figure 3, Unit Information screen.

This pane remains consistent across all views.

Header. Displays information about the current session including:

* Thelogged in user, the date and time when the user logged in, the switch IP address,
and the current date and time.

A standard menu bar. Refer to Menu Bar for additional details.

This pane remains consistent across all views.

Work space. Displays the information and work area for the different Web Management

Interface features. All features are accessed via the menu bar with any subordinate

Chapter 1. Getting Started |
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functions, usually available through tabs. Each work area is described in the following
sections.

At the top of the pane is a status bar that displays the current activity or condition, such
as, -J Succassfully Fetched SHMP Details! O @N €ITOr message, SUCh as ) Unknown tag "test3".mismatched -

From the device dashboard, you can navigate to any other portion of the interface. The
functions available in the Web Management Interface are divided into three major categories:

Configuration, which covers configuration of ports, VLANS, stacking, SNMP and dynamic
ACLs. See Chapter 2, Port Configuration.

Statistics and Monitoring, which provides you with the capability to generate event logs,
monitor and generate statistics on ports, and perform QoS monitoring. See This chapter
provides an overview of the three statistics and monitoring panes available through the
Web Management Interface: on page 25.

Administration, which allows you to perform administrative tasks on user accounts and
user sessions and to issue CLI commands. See CLI Shell on page 35.

Main Functions

This section describes those functions that are displayed in all of the main workspaces
(Dashboard, Configuration, Statistics & Monitoring and Administration). These include the
following topics:

L]

Menu Bar

Dashboard Switch Summary Icons on page 10

Configuring the Refresh, Timeout, and CLI Settings on page 10
Customizing and Capturing the Tables on page 11

Menu Bar

This section lists and describes the menu and submenu elements.

Dashboard

The opening screen that provides a one-glance snapshot of switch details, inventory, and
management details. Refer to Dashboard on page 6.

Configuration

Ports. Lists and describes the ports. A Port Details panel provides the capability to make
certain modifications to the port configuration.

VLANS. Lists and describes the VLANS. You can use the VLAN Details panel to modify
the VLAN configuration.

Stacking. Displays the stacking topology diagram and stacking configuration details. This
submenu is enabled only on switches that support stacking.

8 | Chapter 1. Getting Started
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SNMP. Lists SNMP settings, statistics, users and trap receivers.

* Dynamic ACLs. Lists the dynamic ACLs on the switch. Provides the capability to create,
edit and apply an ACL to an interface.

Statistics and Monitoring

 Event Log. Provides an event log of the activity on the switch, showing date, time, and
type of event.

e Ports. Provides port statistics and utilization details in tables and charts.
* QoS. Displays QoS (Quality of Service) profile information for each port.

Administration

* User Accounts. Lists user account information and provides the capability to create and
modify the settings locally and with RADIUS and TACACS.

* User Sessions. Lists information on the current session and provides a history of recent
session activity.

* CLI Shell. Provides the capability to issue CLI commands from within the application.

Help

* Services & Technical Support. Opens the Services and Support page on NETGEAR
website at http://support.netgear.com.

e Command Reference Guide. Links to the NETGEAR 8800 Series Chassis Switch
documentation.

* User Guide. Links to the NETGEAR 8800 Series Chassis Switch documentation.
* About. Displays client environment information.

Logout
Exits the Web Management Interface.

Save Config

A command button used to save configuration changes. When changes have been made,
the button turns orange indicating that a saving action is required to permanently change the
configuration.

Chapter 1. Getting Started | 9
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Dashboard Switch Summary Icons

The following table lists and describes the icons used on the Dashboard Switch Summary

pane.
Icon Description

= == = Slot - Operational, Failed, and Empty.

g ix Fan Tray - Operational and Empty.

\_J @ L:'] Power Supply - Powered on, Failed, and Empty.

Point to an icon to show the unit type and state. Click the icon to show additional inventory
information. The following figure shows two examples of the content.

Slot-1 PowerSupply 1
State Operational State owared Gn
Flags M Partinfo PS 2336 0536J-06797 4300..,
Serial Hurmber 20011&-00-02 04364-00008 L
Fevision 7
Hw Madule Type 10643 odormetar 264 days 20 hours
SW Wersion 12.1.0.36 Temperature(C) 30
S Build vlziobse Fan 1(rprn) 473
Configured Type  10G4% Fan 2(rpr] P
Last Errar
Cutput 1 48,18 W, 6,12 A (481104 Max)
Parts Available 4 Output 2
Ternparatura(C) 27,00
Input Voltage 222,00 V AC
Flags: M - Backplane link to Master MSM iz Active
B - Backplane link to Backup MSM is also Active
D - &lot Disabled 5 - Slot Secured [ Close ]

1 - Insufficient Power '-' - Null Value

[ Close ]

Figure 3. Unit Information screen

Configuring the Refresh, Timeout, and CLI Settings

Following are the defaults for the following refresh, timeout and CLI settings:

L]

General Refresh Interval. The default is 15 seconds.

Web Service Timeout. The default is 45 seconds.

Idle Timeout. The default is 10 minutes. (A warning is given one minute before.)
CLI Shell Background. Select a color from the color pallet. The default is white.
CLI Shell Foreground. Select a color from the color pallet. The default is black.
CLI Shell Port. Specify a port.

10
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To reset these settings:

1.

4.

Right-click almost any part of the window to display one of two menus that have a Show
Console choice.

From the menu choose Show Console. A console pane is displayed at the bottom of the
Dashboard, Configuration, Statistics & Monitoring, or Administration screens.

Click the Configuration tab as shown in the following figure.

Trace Consale configuration ” Mernory Usage ‘

General l Restare Defaults

Genersl Refresh Interval (in seconds) [ 15 |'w | web Serice Timeout (in seconds) [ 45 | w | 1dle Tirmeout (in minotes) [ 10 |-
CLI Shell Background LI Shell Foreground _ CLI Shell Port 23

Figure 4. Console - Configuration tab

From the appropriate drop-down list, choose another setting for any or all of the first five
selections or enter a port number in the CLI Shell Port text box.

To restore the original default settings, click the Restore Defaults command button.

Customizing and Capturing the Tables

You can customize the format of a table and then print it or copy it to another application such
as MS Excel.

Resize the column width using standard column resizing bars between the heading cells.
Sort rows by clicking in a table heading cell to display an up or down arrow tip.

Remove columns by clicking the hide icon I and in the displayed Select Columns box,
clear the check marks for the unwanted column names.

Select specific row entries by typing the relevant text into the search field
(4] |. Entries that do not include the text are hidden.

Print an original or modified table by clicking the print icon =i located just above the
table. A standard print box opens. This icon prints the specific table only and prints it as it
appears on the screen. If any cell contents are hidden on the screen they are hidden on
the printed copy. To print the entire screen, use the browser print command.

Copy the table to another application by clicking the copy icon £z, opening the target
application, and pasting in the table.

Chapter 1. Getting Started | 11
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Dashboard Work Space

The Dashboard work space contains three segments: Inventory Information, Management,
and Switch Details. These are shown in the following figure and are described in this section.

. Dashboard Configuration Statistics & Monitoring Administration Help Logout j. Save Config |

£ Successfully Fetched Cashboard Details

Inventory Information

Type Wersion [ Part Info Temperature(C) State

it Days In Service
Slot- KCMBE4ET (32.5] Hormal o 4 .
XCMBEDEX  B00229-00-05 3027G-00477 (20) Hormal

4
&

Slot-B - - . Empty

Management Switch Details

Licanse Leve NETGEAR Aggr.. Currant State

Talnat Aecass

S5M Access

SHMP Access

Authentication Server

Enablad
Notinstalled
Enabled

Local Authentic...

Image Selectad
imageBooted primany
Primary

Secondary Version  12.4.3.1

Varsion 12.4.4.0

Canfig Selected

Figure 5. Dashboard

The following screens/panes are available:

e Inventory Information. Provides information about the hardware units: the type of
system, the running temperature with a colored indicator, and the total number of days
that the switch has been in service. Click the different unit to display additional
information, examples of which are shown in Figure 3, Unit Information screen. Allows for
customizing and capture of the table.

« Management. Displays the availability/status of configuration elements: license level,
Telnet access, SSH access, SNMP access, and authentication server.

e Switch Details. Describes the current condition of the switch including its location,
software version, state, and configuration. Allows for the modification of the switch name,
location and contact.

12
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Port Configuration

This feature allows you to view and modify some of the basic configurations of the ports on
the device. The topics available through the ports configuration screen are:

* Portlist

* Port details

* Enabling and disabling ports
e Basic port set operations

You can use the Web Management Interface to perform device-level configuration tasks.
This section provides an overview of the five configuration panes available:

e Modify Single Ports on page 14

* VLAN Configuration on page 17

*  SNMP Configuration on page 20

«  SNMP Configuration on page 20

* Dynamic ACL Configuration on page 22

Chapter 2. Port Configuration | 13



Modify Single Ports
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To display the Port Details screen, select Configuration > Ports, and click one of the ports in
the Port List. Port Details information is displayed under four tabs. The General details tab
information is displayed here, and the other Port Details tabs follow.

Walezma admin

Lagged in since: Fri Fab 11
Device [71 04.166.147.252
Current time: Fri Feb 11 2011 10536154 AM

2081 10:36:23 AM

lv. r.!

@: @: @ @« @ @ ELSM false

- l Canfig & Help  Logout || Save cnr.¢|
xcMER10
@ Port detalls fetched successfully
Locatian
Port List | Enable | Disatde |[ Refresh |
SystemType e ——
*cmes10 @] ) 126 rove retrieved. | = da [
MAC Address
N i oninoon Port Flags Port State Link State Link Speed Duplex Mode
+00:00:00:00+ f
oo B L
117 Ermg—-----IMB-~x Enabled Ready Auto wta(Unk
Boot Version & = " Read EY
NETGEAR version 12.4.4.0 v1244.. . L — & ady .
Hoat Time 1 S Active Auta{1000) !
Fri Fab 11 07:26:40 2011 2410 Ready Auto
Config File
v 1:11 Raady Aute
2 Ready Auto
Active Sessions
3 1:13 Enatled Randy Auts
a4 Enahlad Rand P
Port Details - 1:6 [Capply | Raload |
Genara i | QoS | FOBAVLAN || Sharing & Redundancy |
St Port Humbaer 146 e
=1 =t =z " Display String
= =5 =% = i s
- N =
Fan Trays Virtual Router  VR-Dafault |
o Pert Stata Enabled (&) Enabled () Disabled
Link: State Reudy e
Power Link Counter  Up O tima(s)

Figure 6. Ports Configuration screen with single port details

e Port List. Lists the ports and their respective flags (see Figure 11, Flags Legend -
Configuration), Port State, Link State, Link Speed, Duplex Mode, Auto Negotiation,
Jumbo frames and Load Master. You can customize the table and capture it. You can use
the command buttons to enable or disable ports.

e Port Details. Displays details for the port that is selected from the Port List.

e General tab. Displays the port number and type, settings for the virtual router, port state,
link state, link counter, ELSM, EDP and auto polarity. You can modify auto negotiation,
config speed, config duplex, Jumbo Frame, preferred medium and force preferred

medium.
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Port Details QoS Tab

The QoS tab displays the QoS profile name, and shows the Explicit CoS Traffic Grouping
Configuration and Egress Traffic Rate Limiting. You can use the radio buttons to enable or
disable ingress and egress settings. The following figure shows the QoS details tab.

Port Details - 7 | Aeply || Reload |

Gensrs | | gos | FoBavian | sharing & Redundancy

QoS Profile none Egress Traffic Rate Limiting
Explicit Cos Traffic Grouping Config Egress Port rate Ho-Limit
Inaress IPTOS Exammins tio izable Max Burst Size o ke

Ingress B02.1p Exarn (*) Erabled () Disable Broadeast Rate Ho-Lirnit

Ingress 802,1p 1 Multicast Rate Ne-Limit

Egress IPTOE Rey Unknoun Dest Msc Rate  No-Limit

Egress 802.1p R, O Ensbled

Figure 7. Port Details QoS Tab

FDB & VLAN Tab

The FDB & VLAN tab displays the VLANS. You can use this tab to enable or disable the
learning port, unicast flooding, multicast flooding, and broadcast flooding. The following
figure shows the FDB & VLAN details tab:

Port Details - 1:2 [Capply | Relosd |

General Qo FDE & VLAN " Shating & Redundancy

Learning Port (=) Enabled () Disabled YLAN

Flooding Mernber VLAMIS) | Default
Unicast Flooding (=) Enabled () Disabled
Multicast Flooding  (») Enabled () Disabled

Broadeast Flooding (%) Enabled () Disabled

Figure 8. Port Details FDB & VLAN Tab

Port Details Sharing & Redundancy Tab

The Sharing & Redundancy tab displays Load Sharing: Load sharing/link aggregation
algorithm, Master Port and Members. On modular switches, this tab displays
Software-Controlled Redundancy, the Primary and Redundant Ports, and allows you to

Chapter 2. Port Configuration | 15
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enable or disable Smart Redundancy and Software Redundant Port Link. The following figure
shows the Sharing & Redundancy details tab.

Port Details - 1:2 [Capply [ Reload |

General " Gas ” FOB 2 WLAN " Sharing & Redundancy |
Load Sharing Software-Controlled Redundancy
Load Sharing Algorithrm - Srmart Redundancy @ Enabled O Disabled
Master Port - Prirmary Port -
Members - Fedundant Port

Software Redundant Port Link O Enabled @ Disablad

Figure 9. Port Details Sharing & Redundancy tab

Multiple Port Details

To show Port Details for multiple ports, control-click two or more ports in the port list. The
resulting Port Details are shown in the following figure:

[ Dashboard Configuration Statistics & Monitoring  Administration Help  Logout ][Sawcqnﬁgl

() Port details fetched successfully

Port List [(Enable |[ pisable |[ Refrash |

| 40 rows retriaved. | S0 3 10

@ )
[Port [ Flags [ Port State | Link State | Link Speed [ Duplex Mode | Auto | Jumbo |
Mg,

1:5(kkk  E--lp-soq-P---- Enabled Active Aute(100M) Auto(Full-Duplex)  On Cisabled

1:8 Eresss=-g-RFME- Enabled Ready Auto Auto on Disablad

Multiple Port Details Save Form Apply | Reload |
Port Display Name Unicast Flooding () Enabled () Disabled

Ingress IPTOS Examinstion () Enabled () Disabled Smart Redundancy (O Enabled (O Disabled

Ingress 802.1p Examination () Enabled () Disabled Learning Port O Enabled () pisabled

Ingresz 802.1p Inner Exam O Enabled O Disabled
Egrass IPTOS Raplacament () Enablad () Disabled

Egress 802.1p Replacement () Enabled () Disabled

L |

Figure 10. Ports Configuration screen with multiple port details

The Multiple Port Details Save Form screen displays details for two or more ports selected
from the Port List. This screen allows a Port Display Name to be provided and Ingress IPTOS
Examinations, Ingress 802.1p Examinations, Ingress 802.1p Inner Exam, Egress IPTOS
Replacements, Egress 802.1p Replacement, Unicast Flooding, Smart Redundancy, and
Learning Port to be enabled or disabled.
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Click one of the entries in the Port List Flags column to display the Flags Legend. The

settings in the list that apply to the particular port are displayed in bold print as shown in the
following figure:

-
E
f

=

Flags Legend

Broadcast Flooding Enabled

EDFP Enabled
Port Enabled
Unicast Flooding Enabled

Multicast Flooding Enabled
MAL Learning Enabled

Figure 11. Flags Legend - Configuration

VLAN Configuration

VLAN configuration allows you to create, modify, and delete VLANS, add ports to VLANs and
configure them. The topics available through the VLAN configuration screen are:

VLAN list

VLAN details (Click one of the VLANSs in the list.)
Enabling and disabling VLANs

Basic VLAN configuration

Port membership in VLANSs

Chapter 2. Port Configuration

17



XCMB8800 Web Management Interface User Guide

Click one of the VLANS in the VLAN List to show the VLAN Details information for it. The
General tab is displayed in the following figure.

Admin State Enabled

Tagging 4092

Tag Type Untagged

Virtual Router | wR-Daefault ia]
Pratacs! [anr [Ll
Active Ports  1/1

ot Profile

none

Loopback (C) Enablad (3} Disabled

Configuration Statistics & Monitoring Administration Help Logout |. Save Config |
[[Enable ] Disable | Delate | create ][ Refrash ]
Al | S rovs retriaved. | & T2 [
Tag | Protocol Addres Flags Proto Ports Active /Total VR
200| 2220024 00| e fises ANY oo VR-D efault
1 AR oo
093 i oo
Mgmt 4099 10.210.14,61 / 24 ANy 11
VLAN Details - epicenter | Aeply | Reload
Goneral oHep || Pents
Harne epicenter Primary I? 10.210.17,1% ! 26

Secandary 1PV4 | 1o address | Mask |

(=
)

1PVE Addrars

UDP Brefile

Figure 12. VLANs Configuration screen

The following screens/panes are available:

« VLAN List. Lists the VLANs and their respective names, Tags, Protocol Addresses,
Flags, Protocol filters, Active and Total Ports, and Virtual Routers. In this screen you can
create or delete VLANS, and enable or disable them. You can customize the table,
capture the table, and manually refresh the screen.

VLAN Details. Displays information for the VLAN selected from the VLAN List.
General. Displays: Admin State, Tag Type, and the Active Ports. You can modify these

settings: Name, Tagging, Virtual Router, Protocol filters, QoS Profile, Loopback Primary
IP, Secondary IPv4, IPv6 Address and the UDP Profile.

18
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VLAN Details DHCP Tab

The following figure displays the DHCP (Dynamic Host Configuration Protocol) tab:

VLAN Detalls - Detault Apply || Realosd |

Figure 13. VLAN Details DHCP Tab

This screen allows modification to: DHCP (Dynamic Host Configuration Protocol) Address,
Default Gateway, DNS (Domain Name Servers) Server, WINS (Windows Internet Naming
Service) Server, and Lease Time.

VLAN Details Ports Tab

The following figure shows the Ports tab.

VLAN Details - Default | 2eply | Reload |

aaaaaa || oHee | ports |

5 Untag

3 Untag

L) Untag

Figure 14. VLAN Details Ports Tab

This screen displays the Flags assigned to the port. Refer to Figure 11, Flags Legend -
Configuration. It allows ports to be added and removed, and tagged and untagged. In the
Ports panel, point to a port number to display its Port Properties. In the Flags column, point to
flag to display the Flags Legend.

VLAN Configuration Procedures

Following are common procedures for using VLAN Configuration functions.

To Create a VLAN:

1. From the VLAN List screen, click the Create command button. The New VLAN Details
pane is displayed. (This pane matches that shown in Figure 12, VLANs Configuration
screen.)

2. Type in the required information.

Chapter 2. Port Configuration | 19
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3. To save the configuration, click the Save command button. The VLAN is saved to the switch.
4. Click the Save Config command button to permanently save the new VLAN.

To Delete a VLAN:

1. From the VLAN List screen, click the name of the VLAN to be deleted. The VLAN
Details pane is displayed for the selected VLAN.

2. Click the Delete command button. The VLAN is deleted and the action is confirmed.

SNMP Configuration

This feature allows you to view the SNMP configuration on the switch. The information
provided is useful to view the settings that are used by an SNMP client communicating with
the switch. The tool allows you to view and manipulate the following SNMP features:

e SNMP settings

¢ SNMP v1 and v2c communities

e SNMP v3 users
e SNMP trap receivers
*  SNMP statistics

There are no capabilities to make changes to the SNMP configuration in this release. This
section shows two SNMP configuration screens that display the content under all the tabs.

l Dashboard Configuration Statistics & Monitoring Administration Help Logout Jl Sawve Config ]
() Succassfully Fatchad SHMP Datails|
SNMP Configuration and Statistics [ Refresh |
SNMP Settings || SNMP Statistics | SHMP ¥1/¥2c Communitios SHMP V3 Users |
SHMP Access Enabled =\ ] | 17 rows retrieved. | mn 43 I
SNMP V1/VZc Access  Enabled Community Read Viev Weite View
Traps Enabled
e private defaultUserview defaultUserview =
RMON Disabled )
public defaultUserviaw =
Engine IO 80100:07:7¢:03:0...
ST.181471946,10550
Boot Count 105
ST.184509197.10550
Boot Tima 358630
Max Meszage Size 8192 ST.184498434.10550 |*
Trap Receivers
al ) 115 rous retrisved. | =2 (3 @
| Drestination Part Retry Timeout Moda
10.255.48.47 10550 1] 1500 enhanced =
10,209.10.202 10550 ] 1500 enhanced
10.255.99.13 10550 o 1500 enhancad
10,255,57.2 10550 ] 1500 enhanced
10.255.43.15 10550 0 1500 enhanced
10.253.43.3¢6 10550 1] 1500 enhanced
10,255.61.4 10550 [} 1500 enhanced
10.255.43.38 10550 o 1500 enhancad o

Figure 15. SNMP Configuration screen, example 1
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Dashboard Configuration Statistics & Monitoring Administration Help Logout ” Save Config |
(L) Successfully Fetched SHMP Details!
SHMP Configuration and Statistics Refrash ]
SHMP Settings SNMP Statistics SNMP V1/V2e Communities | SNMP V3 Users |
Auto Refresh Interval: 15 Seconds. aj ] | & rows retrieved. | o= Ga T
[ petta view UserName Authenticatio | Privacy Read View Write View
Auth Traps Enabled . | | o by
admin HMAC_MDS DES dafaultadrminViaw defaultddminvigw |
In Packets 144624 initial noAuthenticati noPrivacy  defaultUserview defaultUseiiew
Gut Packets 144789 initialmdS  HMAC_MDS  noPrivacy | defaultUserview defaultUzanview
Traps Sent 165
initialzha HMAC_SHA noPrivacy defaultUserfiew defaultUserfiew
GET Requests 4297 initialmdSP HMAC_MDS  DES defaultUseview defaultUserview =
GET-HEXT Requests 139934
SET R t 293 5
Fauass Trap Receivers
Auth Errors o P "
] | | 15 rows retrieved. | = 43
Unknown Security Models 0 -
Invalid Messages 0 | Destination Port Retry Timeout Mode
Unknown PDL Handlers o 10.255.48.47 10550 o 1500 enhanced -
Unsupported Sec Levals 0 10.209.10.202 10550 0 1500 enhanced
ot In Time Windows ° 10.255.99.13 10550 0 1500 snhancad
Unknown User Hames 1]
10.255.97.2 10530 o 1500 enhanced ,J
Unknown Engine IDs o
] 10.255.43.15 10550 0 1500 enhanced
Wrong Digests o
Dacryption Errars ° 10,.255.43.36 | 10550 0 1500 enhanced
Systern Errors 407 10.255.61.4 10550 o 1500 enhanced
10.255.43.38 10550 o 1500 enhancad I~

Figure 16. SNMP Configuration screen, example 2

The following screens/panes are available:

SNMP Settings. Displays SNMP configuration settings and access status.

SNMP Statistics. Displays SNMP statistics. Move the cursor over each item in the list to
show a tool tip with additional explanation of each. Clicking the Delta view box, starts a
count up of new actions beginning from the time the box is checked. The start time is
displayed.

SNMP V1/V2¢c Communities. Lists the community strings and the type of access. Click
the entries in the Read View and Write View columns to see the MIB Object Identifiers
(OIDs) that are included and excluded. Allows for customizing and capture of the table,
and a manual Refresh function.

SNMP V3 Users. Lists the users, authentication method, privacy status, and type of
access. Click the entries in the Read View and Write View columns to see the MIB OIDs
that are included and excluded. Allows for customizing and capture of the table, and a
manual Refresh function.

Trap Receivers. Lists the trap receiver IP addresses, Port, number of retries, Timeout,
and the Modes (enhanced or standard). Allows for customizing and capture of the table.
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This feature allows you to manage dynamic ACLSs. It provide a process that is easier than the
long command line syntax from the CLI. The following functionality is included.

» Displays the ACLs currently existing on the switch

* Creates and edits ACLs
e Applies a completed ACL to an interface.

The following figure shows a dynamic ACL screen:

| Dashboard  cConfiguration  Statistics & Monitoring

Administration  Help  Logout | Save Config | |

Hamma
XCMB810
) ACLs retriaved
Locatsan

Dynamic ACLs

Fefresh | Create

SystemType
XCME810
MAC Address r
00:00:00:00:00:00 I wntry <ACLrulenamas {
Contact helag_arp_0_0_0_0_0_0 i q

Create Dynamic ACL

Boot Varsion 3 than {
NETGEAR version 12.4.4.0 v1244.
Hoot Time

Fri Fab 11 07:26:40 2011

Help

Hatch Conditions L |

thernet-destination-addross mac-addess |

ICHP-type

IGMP-mag-type Aumbe
TCP-flags bitfield

ethernet-type cumber [
firat-fragmaents

protacal

Actions

permit

deny

Action Modifiers

count

Figure 17. Creating a Dynamic ACL

These screens/panes are available:

e ACLs on device. Displays the ACLs that are currently available on the switch.

e Create Dynamic ACL. Displays an template on which to create an ACL. (See the

following procedures.)

e Help. Contains interactive lists of Match Conditions, Actions and Action Modifiers used to
create an ACL. The Help menu includes the following functions:

- Services and Technical Support opens the Services and Support page on the

NETGEAR website.

- Command Reference Guide links to NETGEAR 8800 Series Chassis Switch product

documentation.

- User Guide links to NETGEAR 8800 Series Chassis Switch documentation.
- About opens a standard information screen.

22 | Chapter 2. Port Configuration



XCMB8800 Web Management Interface User Guide

Dynamic ACL Procedures
Following are common procedures for using Dynamic ACL functions.

To create an ACL.:

1. Click the Create command button to display a new ACL template in the Create
Dynamic ACL pane.

2. Replace <ACLrulename> with a hame.

In the template, click in <match-conditions> and then click one of the March Conditions listed
in the Help pane. The selection is inserted into the template.

4. Repeat for the other elements as necessary.
5. Click the Save ACL button. The new ACL is saved and added to the ACLs on device pane.

To apply an ACL to an interface:

1. Inthe ACLs on device pane, click the ACL to be applied. The Bind ACL command
button is enabled.

2. Click the Bind ACL command button. The Apply <ACL name> on interface pane is
displayed.

3. Click one of the three interface radio buttons (Any, Ports or VLANS). The appropriate fields
for the particular interface are displayed and enabled. (See Figure 18, Applying an ACL to
an Interface below)

» Clicking Any disables the other controls in the pane.

» Clicking Ports displays a list of all ports on the device. You can choose one or more
ports.

» Clicking VLANS displays a text box. Enter a VLAN name in the box.
If there are other ACLs applied to the chosen interface, you can apply the new ACL as
either the “first” or “last” ACL or position it before or after an ACL that is already applied to

the interface. If the ACL is already applied to the chosen port or VLAN, all controls are
disabled.

4. Make the selections and Save. The ACL is applied to the interfaces and the details are
displayed in the Interfaces applied to pane. Point to the ACL to display a tool tip showing
the interface status.

To remove an ACL:

First unbind the ACL from the interface, if appropriate, then remove it from the device.

1. Inthe ACLs on device pane, click the ACL to be removed. The interface details in the
Interfaces applied to pane and displayed. Enable the Unbind ACL command button
by clicking the interface details row.

* You can choose multiple ports to unbind at the same time but only one VLAN.
e Tounbind all interfaces at once, click the Select All box.
e Click Unbind ACL.
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2. In the ACLs on device pane, click the ACL to be removed and then click the Delete
command button.

[ Dashboard Configuration Statistics & Monitoring Administration Help Logout ” Save Config I
£ All ports fetched succesfully,
Dynamic ACLs [ Rafrash | create |[ Delete |[ Bind AcL
@ ] destlp Application |g|,— [ persistant>
ACLs on device entry destlp { Interfaces applied to [ | Salact all
ACL_TCP if {
ACL_UDP destination-port 120 - 150; fiane B Dlrsction
N A - - oo
}then { 1:3 port ingress
textl count destlps
deny false;
}
¥
Apply ‘destlp’ on interface Save | Cancel
Type O any ® ports (O Wans
Interface 111 -] Order (*) First O Last
1:2 M —
1:3 !
L I v
Priority 1 - Application | 2l
Diraction - Zone Systern

Figure 18. Applying an ACL to an Interface

Apply <ACLrulename> on interface. Allows you to choose the interface to which the

dynamic ACL is to be applied as well as priority, direction, order, application, and
zone.

» Interfaces applied to. Displays the interfaces to which the ACL selected in the ACLs
on device pane is bound.
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This chapter provides an overview of the three statistics and monitoring panes available
through the Web Management Interface:

* Event Log on page 26
* Port Statistics on page 27
e QoS Monitoring on page 30
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This feature provides you with a tabular event log of the activity on the switch. To view the
event log, select Statistics & Monitoring > Event Log. The following figure shows the Event

Log screen:

[ Canfig & Monitoring  Administration  Help

Logout

]l Save Config |

@ Log data retrieved

Event Log

[(Rafrash |

af ]

| 75 rows retrieved. | & 43

021172011 08:02:37.71 <InfoiAAR. authPass> MSM-A: Login passed for user admin through xml (:)

02/11/201

0z/11/201 02116.91 <Inforasa.logout> MEM-A1 User admin lagout from xml (64.94.70.233)

02/11/201 57:37.83 <Info:AAS authPass> M3M-A

47:42.44 <Infordll.authPasss MSM-A

02/11/201
02/11/2011 07:46314.20 <InfoiAlA.logout> MEM-A; User admin logout from telnet (12.151.34,253)
0Z/11/2011 07:46:11.19 <lafa:ARR authPaga> MSM-A: Login passad for ugar admin thraugh telmet |
02/11/201
02411201
02/11/201
02/11/2011 0
02/11/2011 07

2832099 <InfoiMAL.Card.Infox MEMeA: Module in slat Z is operational

:20.55 <Inforvianmags.

02/11/2011 0712612000 <InfoiHAL.Card.Info> MSM-A1 Module in slat 9 is operaticnal

02/11/201 :18.93 <Info:HAL, Infox MSM-A: Module in slot 1 is opersticnal

oz/11/z00 108,62 <Infoivian.dbg.infor MSM-A: Media is inserted into Port 912

27:45.10 <Hoti:DM.Notice> MSM-A; Redundant (N+1) power for all detected devices

27:35.08 <Inforvian.

4,96 <InforHAL. Card. Info> MEM-A1 Module in M5M-A is operational

02/11/201 126.71 <Hy

starm_stable> MSM-A: System is st Change to warm

02/11/201 126,37 <Noti:DM.Notice> MSM-A baing Powered ON

02117201 732637 <Hoti:DM.Notice> MSM-A being Powered ON

02/11/201

124,15 <Heti:DM.Notica> MSM-A: Slet-1 baeing Powared ON

:34.92 <Info: AR authPass> MSM-A: Login passed for user admin through xmi (64.94.70.253)

ogin passed for user admin through xml (67.188.171,132)

gin passed for user admin through telnet (54.54.70.253)

151.34.253)
125,41 <InfoiAfs.authPass> M5M-A1 Login passed for user admin through xmil (£4.94.70.233)
28:42.97 <lnfo: AR suthPess> M3M-A: Login paseed for uner admin through sarial M3M-2

2812225 <Inforvian.msgs. portlinkStateUp> MSM-Ar Port 912 link UP at speed 1 Gbps and full-duplex

leStataUp> MEM-A: Port 1:5 link UD at spasd 1 Ghps and full-dupbes

perLinkStateUp> MEM-A: Port Mgmt-A link UP at speed 100 Mbps and full-duplex

121,34 <infoiEPM.wdn enable> MEM-4; Watchdog enabled

Figure 19. Event Log screen

The event log displays the date, time, and type of event. It allows for customizing and capture

of the table and a manual Refresh function.
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Port Statistics

This feature allows you to view the live statistics of the ports as various kinds of charts and
tables. The charts and tables are viewed in the following tabbed screens:

e Utilization Chart
e  Statistics Table
e Bandwidth Chart

The following figure shows the Utilization Chart tab information.

[ Dashboard Configuration Statistics & Monitoring Administration Help Logout J

(D successfully Fetched Port Details

o812 0831 0842 00D 0811 OREE 0940 OmSe 1008 10EE 104 AWET 1107 1126 2127

0812 0831 0842 0000 0911 0928 09:40 0858 1009 102E 10 1087 1107 1128 7

Time

Port Statistics show Utilization as () Packets () Bytes () Percentage (%)
Utilization Chart Statistics Table || Bandwidth Chart
280 —
¢ Refrash
240
7 Ports
= 200
i 180 2116
g 2117
120 |
T 2118
% gn |
g 2119
A 2:20
o Ll ~ Ll ~ o5 o 5 o~ T4l ~ Tl LS ’ 2121

Time 223
280 2:24
{
2a0 2:25
& 2:26
c 200 ;
= e J 311
180 2:1 o
5 & Time: 09:11 a2
% 20 Fx Utilization{packets): T8 2:3
£ a0 © :
i e k 314
a0 o 5
o . Y o~ Y . ey P e . o o~ ey P & 316

Figure 20. Port Statistics Utilization Chart screen

The Utilization Chart graphically displays port utilization, received and transmitted. The graph
can be plotted in bytes per second, packets per second or as a percentage of bandwidth. You

can point to any of the Port numbers to display a tool tip that shows the Port Properties:
Display String and Link State. Point to one of the plot points for more information.
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Statistics Table Screen

The following figure shows the Statistics Table tab information.

| Dashbaard  Configuration  Statistics & Manitoring Administration Melp  Logout __| sava Config |
£ succassiully fatchad Port Datails
Pon Statistics show Statistics a5 () Packet Counter(P) (3) Bytes Courter(8) | [[] Shew Utilization Bandwidth as %
Utilization Chart Statistics Table | Bandwidth Chart
| 24 rovs ratrieved. | = da 0
Ports | Linke state Tx UbL{P)| R UBL(P)| Tx Count(B) Fux Countig)| R Blast Fox MCast | Roc Ervors| T Ervors.
| Fib Active | 307437 J0OT4IT 46T6RED166T 3117?12“‘3?. 14 4468 ] [ ]
22 Ready o o [ o o [ o o
| s Ready 0 ) o o o o o o
52 Feady o o [ Q o o o o
53 Ready o ] [ [ o o [ ]
5i4 Ready o o o o o o o o
55 Ready 0 o a [ o o o o
S8 Ready o o a o o o o o
57 Ready o o o o o o o o
58 Ready [ o [ a o o o o
| 519 Ready o o o a o o o o
5110 Raady o o o o ] [ o o
s111 Ready o o [ o o o o o
5112 Ready 0 o o o o o o o
5113 Ready [ o [ a o o o o
| 5114 Ready o o [ a o o o o
5118 Rendy o o o [ o [ o o
5116 Ready [ o [ [ o o o o
5117 Ready o o o o o o L] o
5118 Ready [ o [ [ o [ o ol |
| 5119 Ready o o L] o o o o o
5120 Active [ o 117584 227760 o 1568 o ol
611 Active 205024 205024 31075748570 46613621037 7 1676 o o}

Figure 21. Statistics Table screen

The Statistics table lists the available ports and their link state, bandwidth utilization—as a
number or percent—transmitted byte or packet count, received byte or packet count,
received broadcast, received multicast, invalid frames received and transmitted. Use the
radio buttons and check box to chose the display. This screen allows the table to be
customized and captured.
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Bandwidth Chart

The Bandwidth chart displays in a bar chart, the percentage of bandwidth being utilized for
each port. Allows the range of ports to be selected. Point to a bar to display its port number
and Rx or Tx utilization percentage. The following figure shows the Bandwidth Chart:

[ Dashboard

Configuration

Statistics & Monitoring Administration Help Logout ]

Port Statistics

() Fetched Port Details

Utilization Chart || Statistics Table

Bandwidth Chart |

20

20

70

&0

50

40

(%) ppiapueq vone2I G

30

20

10

Select Ports Range : OO ..::.. e

Ports

Figure 22. Port Statistics Bandwidth Chart screen
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QoS Monitoring

This feature allows you to monitor QoS information on a port (both bytes and packets). The
following figure shows the QoS monitoring screen:

|_ c i & i Help  Logout Jl Save Contig |
XCME810 -
() Port detalls fetched successfully
Location
Pan List [(Enable | Dissble | Refresh |
SystemType
¥CMa810 128 rows retrieved. | & 3 [
MALC Address.
R Part State Link State Link Speed | Duplex Mode | Auto Meg. | Jumbo | Load Haster | | |
Comtact
Enabled Ready Auto Auto(Unknawn) on trus - ™
Baot Version
NETGEAR varsion 12.4.4.0 v1244... Enabled Randy Auto AutalUnkngwn) on true
Boat Time Enabled Active Auto{1000]) Auto(Full-Duplex) on trus I
Fei Feb 11 07:26:40 2011 Enabled Ready Auto Auta{Unknawn) an true
Comfig Fila
primary.dg Enabled Ready Auts Auta(Unknawn) on true
Enabled Ready Auto Auta{Unknawn) on true
Active Sessions
% Enabled Ready Huto Auta{Unknann) on true . I
Enahied Randy Aitn sl Inkn e ) On Fris - sk
=
Port Details - 1:6 Apply | Relosd |
| General | QoS | FOB&VLAN | Sharing b Redundancy |
Slots Qos Profile nana Egress Traffic Rate Limiting
=t =7 =3 = Explicit Cas Traffic Grouping Config Egress Port rate Mo-Limit
= = |
el = - = Ingress IPTOS Bxamination  Disabled Max Burst Size null KB
a» - =
Fan Towye Ingress 802.1p Examination (8) Enabled () Disabled Broadcast Rate Wo-Limit
- 3
e Ingress 802.1p Innar Exam () Enabled (%) Disabled Multicast Rabe Ma-Limit
Egress IPTOS Replacernant () Enabled  (3) Disabled Eiihiibion DAk Wae At HotTE
Cewear i Egress 802.1p Replacement () Enabled  (3) Disabled
B: Bz = 4+ B= B¢

Figure 23. QoS Monitor screen

The QoS Monitor screen displays the QoS profiles assigned to each port. Allows the table to
be shown in terms of egress or ingress, packets (P) or bytes (B), and for the table to be
customized and captured.
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Administration

This chapter provides an overview of the administration panes available through the Web
Management Interface:

e User Accounts on page 32
» User Sessions on page 34
e CLI Shell on page 35
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This feature allows you to manage user accounts on a switch. This includes the ability to add,
modify and delete user accounts local to the switch and to configure remote RADIUS AAA or

TACACS servers.

Information on the user accounts screen is displayed under the following four tabs:

e Local Users

e Global Password Policy
¢ RADIUS

e TACACS

Local Users Tab

The Local Users tab displays the users and information about their accounts. You can create
or delete a user account, unlock a user account, and change a password. You can customize
the table and capture it. The User Detail pane displays information about the user selected in
the Users List and allows setting some limitations on the account. The following figure shows

the Local Users screen:

| Dashboard ¢

& Monitoring  Administration  Help  Logout

|| Save contia |

) Successfully Fetched User Datalls?

Lecal Usars Global Password Policy RADIUS TACACS

User Name Access Password Expiry Accounts Locked
admin Read Write Maver No Global
user Read Only Hever N Global

Read Only Mavas Ne Glabal

Users List |_crante

Figure 24. User Accounts Local Users screen
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Global Password Policy Tab

This screen allows you to set limitations on passwords for all users.

[ Dashboard Configuration Statistics & Monitoring Administration Help Logout ]l Save Config |

&) Successfully Fatchad Usar Datails!

Local Users || Global Password Policy | RADIUS |

Global Password Policy

TACACS

(Cresly ) Rafrash )

Maximum Age (days)

Minirnurn Length

e

History Limit

Character Validstion () Ensbled (=) Disabled
Lockout on Login Failures () Enabled  (2) Disabled

Figure 25. User Accounts Global Password Policy screen

RADIUS Tab

This screen displays authentication and accounting information for the primary and
secondary servers. This includes numbers of various access and response events. Allows
you to configure Status, Timeout, IP Addresses, Ports, Shared Secrets, Client IP Addresses
and Virtual Routers. The following figure shows the RADIUS screen:

Access Rejects
Access Challenges
Cliant Tirmeouts

Bad Authenticators -
Unknown Typas

Round Trip Time

Retransmits

Client Tirmeouts

[ Dashboard Configuration Statistics & Monitoring Administration Help Logout ]l Save Config |
(&) Successfully Fatchad RADIUS Datails!
Local Users | Global Password Policy | RADIUS | Tacacs |
RADIUS Configuration [ Apply ][ Rafrash ]
Authentication Accounting
Status (O Ensbled (=) Disabled Status () Enabled (%) Disabled
Tirneout [seconds) 3—5 Tirmeout (zeconds) '3—li|
Primary Secondary Primary Secondary
1P Addrass 1P Addrass
Port Part
Shared Secret Shared Sacret
Client IP Address Client IP Address
Virtual Router | | | Wirtual Router |v | | | = |
Access Requests - Requests -
Access Accepts Responses

Figure 26. User Accounts RADIUS screen
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TACACS Tab

The TACACS tab allows you to configure Status, Timeout, IP Addresses, Ports, Shared
Secrets, Client IP Addresses and Virtual Routers for Authentication and Accounting primary
and secondary servers. The following figure shows the TACACS screen:

Dashboard Configuration Statistics & Monitoring Administration Help Logout ] Save Config |

(&) Succassfully Fatchad RADIUS Datails|

Local Users Il Global Password Policy Il RADIUS TACACS |

TACACS Configuration [ aeply J[ Rafrash J

CLI Authorization () Enablad  (3) Disabled

Authentication Accounting
Status (O Enabled () Disabled Status () Enabled (*) Disabled
Timeout (seconds) 3—5 Tirmeout (saconds) S—E
Primary Secondary Primary Secondary
1P addrass IP Address
Part Port
sharad Secrat Shared Sacret
Client IP Address Client 1P Address

Virtual Router =] v virtual Router B I+]

Figure 27. User Accounts TACACS screen

User Sessions

This feature shows the list of SSH, XML, and Telnet sessions on the switch. It includes the
ability to view current and historical sessions and allow administrators to kill rogue sessions.
The features available through the sessions management screen are:

e Monitor and manipulate active CLI and XML API sessions

e Clear selected session

e View session history
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The following figure shows the user sessions screen:

l © i & Monitoring  Administration  Help  Logout JI Sava Config |

() Active Sessions List and Session History List Fetched

Active Sessions [Refresh ]

User Type Authentication CLI Auth Location
admin console_local loca disablad
admin telnet local disabled

admin seml lseal disaklad

admin el local disabled

Session History

User Type Lagin Time End Time
admin sansale
admin xml

admin telnat

sdmin talnat

admin i

admin s

Figure 28. User Sessions screen

* Active Sessions. Displays session number, login time, user name, type of connection,
authentication, type of authentication if enabled, and the IP address from which the user

is logged in. Allows the current session to be cleared and the table to be customized and
captured.

e Session History. Displays the history of sessions showing: user name, type of
connection, IP address from which the user was logged in and the login and logout times.
Allows the list to be customized and captured.

CLI Shell

This feature allows you to issue CLI commands from within the browser window without
opening a Telnet client. The functionality includes:

e SSH Support
* Command Completion
*  Command History

To use the CLI Shell, you must first download and install a CLI proxy installable
service/daemon. CLIProxy_window can be found on the NETGEAR website.
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The CLI Shell screen displays a CLI screen on which commands can be entered. You can
change the appearance of the screen and the settings for the foreground and background

colors as well. The following figure shows the CLI shell screen.

,_’_: 172.26.2.148 - XCM8806,/XCMB8 10 ® - Windows Internet Explorer

& Ly ﬁ hitp://172.26.2.148]

"

W B 172.26.2.148 - XOMBE0G/HCMBS10 ® I |

Welcorne admin

Logged in since: Tue Feb 15 2011 08:33:48 PM
Davice 1P: 172,26.2.148

Current time: Tue Feb 15 2011 09:15:10 PM

o [ Dashboard Configuration Statistics & Monitoring Administration Help Logout ]l Save Config J
HCMBBO0E
Lacation CLI Shell
SystemType Connected to localhostfomnected to 172,.26.2.1450 1
KCMB206 telnet session telnetl on /dev/ptybl
MAC Address
00:04:96:3F10C:140 login: admin
Contact
passuword:
Boot Yersion NETGEAR
WETGEAR varsion 12,4.4.0 v1244.
Boot Time Protected by US Patent Nos: 6,676,248; 6,104,700; 6,766,462; 6,618,308; 6,034,957; 6,859,4368: 6,912,592;
Thu Feb 10 19:05:58 2011
Conflg File 6,954,436 6,977,691; 6,980,550; 6,981,174; 7,003,705: 7,017,082; 7,046,665; 7,126,923; 7,142,509; 7,149,217;
primary.cfg 7,152,124: 7,154,861; 7,245,619; 7,245,629; 7,269,135

Active Sessions
3
Press the <tab> or '?' Key at ahy time for completions.
to save your configuration changes.

Slots
il 92 . (Demo) * XCMBE06.3 #
e —4 IL
Fan Trays

@t

Power
B: @: @: @+ @s
B

Done
Lrstant| | 5, M @ |[@ 172262148 - xcmes.. | T Server Manager |

Figure 29. CLI Shell screen

The CLI Shell port can be reset, as shown in Figure 4, Console - Configuration tab on

page 11.
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