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EaGR A

Ell B TR
FRES HUH B 100/1000/10GBASE-T | 1000/10GBASE-X SFP+ | 40GBASE-X PSU R #4h console e
RJ45 3500 ¥wA QSFP+#0
M4300-8X8F HBE 320Gps 8 i A (3z) 8y (i) - ARIRAL/ S/ EE WAAR: #5 1G KA (B]) | XSM4316S
1858 1U 100M;1G;10G 1G;10G A 1 PSUAPS250W HEE Console: RJ45 RS232(gi)
2.5 1U 36.9dB Console: Mini-USB (&)
MRR% 1%k USB(#I)
M4300-12X12F HE 480Gps 12 %A (#3z) 125H (31) - ARIRAL/ S/ EE AR : #5516 %0 (F) XSM4324S
185 1U 100M;1G;10G 1G;10G A 1 PSUAPS250W HEIE Console: RJ45 RS232(/)
2-g5¢ 1U #12R 36.9dB Console: Mini-USB (&7)
33 1%k USB(&I)
M4300-24X £33 480Gps 2430 a%n - HEBRAL/ S48/ Bz PAKR: #5M1G 30 (&) | XSM4324CS
185 1U 100M;1G;10G (#%) P 1 PSUAPS250W HEIE Console: RJ45 RS232(/)
2-25% 1U HZ 1G,10G 37dB Console: Mini-USB (&)
33 1%k USB(#I)
M4300-24X24F | £% 960Gps 24 %5 1 (3R37) 24 550 (Mhs7) - TERAL/2 SRR/ EE PAAR: #5h 1G 860 (A XSM4348S
185 1U 100M;1G;10G 1G;10G P 1 PSUAPS250W HEIE Console: RJ45 RS232(f)
HRZH 35.8dB Console: Mini-USB (%)
I17f%: USB(#T)
M4300-48X £ 960Gps 483k 1 40 - TRIRAL/2 S1E/ 2k PAAR: #5h 1G 360 (f5) XSM4348CS
1-85T 1U 100M;1G;10G (#F) AE 1 PSU/APS250W RIEE Console: RJ45 RS232(/5)
HRRE 1G,10G 40.3dB Console: Mini-USB (#f)
I7f: USB(#N)
M4300-96X 1R 1.920Tbps %% 96 N0 %% 96 N0 ®% 24 k0 RIR{L 2 FHIE B2 PAAR: #9516 3% A (/)
1-85¢ 2U 100M; 1G; 25G; 5G; | 1G; 10G 40G (APSB0OW 1 AR Console: RJ45 RS232(/5)
et 10G APS1200W) 35.8dB(3E PoE) Console: Mini-USB (/&)
66.8dB(# A PoE) I%%: USB(/)
12 My RIEE APM408C APM408F APM402XL SHRAS, T PSU (PSU XIS 3hIaSE) XSM4396K0
(8ifA) (€5 =)] (23%0)
APM408P
(8 30 PoE+)
M4300-96X ZE4ER B 28 : SER, (VERIER 6 MEE LA APMA0SP it , SiH PoE+TAE. POE Rz | A&, 23l 48xSFP+(6XAPMA08F)F1 1 4> PSUAPSE00W XSM4396K1
www.netgear.conv/96x-config FAHEE{E R APS1200W PSU

110V/220V AC

110V/220V AC

110VAC

220VAC

1 xAPS600W PSU, sk 1+1 TTHR*EFHI PoE T

H: 34W (F/N) 232W (FK)

HZHEH{ TR 2 x APS600W PSU & PoE HiH

634W (F/)\) 832W (F:K)

1xAPS1200W 525 1+1 TU4K) PSU, PoE i J

484W (/) 682W (fr:K)

1 x APS1200W PSU 535 1+1 T4y PSU, PoE

TRE R 634W (/1) 832W (FrK)

110V/220V AC

110VAC

220VAC

2 xAPS1200W FEHZEATH, PoE fiEa iH A 1,440W (BA/B/IN)

APSB00W+APS1200W fE3HZAE X T AT, PoE tFTAE 7y 1,084W (F/\) 1,282W

(8&K)

APSB00W+APS1200W fE3£ZHEH T AT, PoE StFTAE J 1,234W (/) 1,432W

(B&K)

*POE TUHBUAT B A A PSU R APM i O -R Y K. bk /| MER T 6XAPM4A08P(48x10G PoE+)Z & ERE 6 i O o RAERE T F YL 6 x APMA08P(48 x 10G PoE+), 5k E /1. &> APSE00W #2{# 600W@110V/220VAC;

APS1200W 753k 1050W@110VAC sk 1200W@220VAC. RZiH 53HFE 110W, BINGASHFEHEHEFE SW. §1° APM408C/APM408P if; [0 544E 38W. &> APM408F/APM402XL i [1-F5H#E 23W.
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http://www.netgear.com/96x-config

NETGEAR
EaGR A

1) = TR
FhES HUH 3B 10/100/1000BASE-T 100/1000/10G ~ BASE-T | 1000/10GBASE-X PSU R #54h console e
RJ45 i#0 RJ45 i#00 SFP+#% 0
M4300-28G 2% 128Gps 2430 2 ¥ 0(#45z) 2%A (4s1) R 1 5EE BE PAKR: #5h1G 30 (Al) GSM4328S
1858 1U 100M;1G;10G 1G;10G K 1 PSUAPS250W | BIEIE Console: RJ45 RS232()
HRZE 36.9dB Console: Mini-USB (&7)
##f%: USB(T)
M4300-52G 2% 176Gps 483%0 2 %0 (#h3z) 230 (#hsz) AL 1 5E Bz PAKR: #sM1G#Ha (&) GSM4352S
185 1U 100M;1G;10G 1G;10G A 1 PSUAPS250W | #iZEIE Console: RJ45 RS232(J5)
HRZE 36.9dB Console: Mini-USB (&7)
##f%: USB(AT)
M4300-28G-PoE+ | % 128Gps 2430 2 30 (#h32) 230 (#h3z2) R BEE PAKR: #4M1G#O (Al GSM4328PA
185 1U PoE+ 100M;1G;10G 1G;10G 2 5 HEIE Console: RJ45 RS232(J5)
HRZH 110V/220V 1 PSU PoE Fi#: 480W K#E 1PSU 39.8dB Console: Mini-USB (&7)
AC #iA: RPS #iizt. 2 PSU: 480W PoE Fifl APS550W ##f%: USB(T)
EPS ##3t. 2 PSU: 720W PoE %
10V 1 PSU:630W PoE Tl M 1 PSU GSM4328PB
ACHIA RPS ##3t. 2 PSU: 630W APS1000W
EPS 3. 2 PSU: 720W
220V 1 PSU: 630W PoE #i&
ACHIA RPS ##3t. 2 PSU: 630W
EPS f#iz. 2 PSU: 720W
M4300-52G-PoE+ | ®% 176Gps 4830 2 %0 (#h37) 230 (#37) Rl BE XA #5N1G A (A GSM4352PA
1-85¢ 1U PoE+ 100M;1G;10G 1G;10G 2 fEiE EE Console: RJ45 RS232(5)
PSS RPS #%#88 39.8dB Console: Mini-USB (#1) /#7fi&: USB(AT)
110V/220V 1 PSU PoE #i#: 480W ME1PSU % 2 A E PSU FF EPS #RAURHE, SME RPS4000 1L
ACHIA RPS ##3t. 2 PSU: 480W APS550W AFHRBTHR
EPS f#z. 2 PSU: 720W
110V 1 PSU i PoE 7% : 591W ME1PSU % 2 A PSU FIF EPS 8 MURHE, 4ME RPS4000 1L | GSM4352PB
ACHIA RPS ##3t. 2 PSU ffj PoE Fi&: 591W APS1000W AFRBTHR
EPS ##3. 2 PSU#) PoE Fif: 720W
220V 1 PSU ) PoE 7% : 860W
ACHIA RPS 83, 2 PSU Y PoE i : 860W
EPS ##iz. 2 PSU# PoE Fiff: 1440W

*PoE EIS: APS550W #1 APS1000W JTi#RAMILAL. — A MR AL 2 > APS550W 5t 2 > APS1000W . PA KRATILAFHEE PB A, {B2fth{1H APS550W i Jg APS1000W (X Z7R5A) .

NETGEAR

B

R uEEe BN SR EmAEDnER
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NETGEAR
LINGR A

3 RINAE
il B AR MELLR IPv4/IPv6 IPv4/IPv6 IPv4/IPV6 3% ES725] VLAN BE&mA 1PV4/IPV6 IAIEZR IPv4/IPv6 IPv4/IPv6 file=
ACL #1 QoS, DiffServ LBRETE BEEMLR FEUAM Ea FASERER BIASERE
M4300 #75 #H5N M GUL; B NSF.LEF BEE/IHE IGMPv3 Auto-VolP STP, MTP, Static, Distributed Successive Port, Subnet, Pv4: RIP, gzl
HTTPS;CLI;Telnet; TR 1Kbps shaping, MLDv2 Auto-iSCSI RSTP Dynamic, LAG across Tiering VLAN VRRP il
SSH;SNMP, SRR (RIE— HFRSE, Snooping, KERREER PV(R)STP' Voice, MAC the stack (DOT1X; MAB; routing, IPV4/IPv6:
MIB,RSPAN,Radius AREZNHD BoEERBNE Proxy (PBR) BPDU/ISTRG GVRP/ Static or Captive Portal) DHCP Relay; OSPF,
Users, TACACS+ ISR B A ASM & SSM LLDP-MED Root Guard GMRP Dynamic DHCP Snooping Multicast Proxy
HEA—NEE IGMPv1,v2 EEE QinQ, LACP Dynamic ARP static routes; ARP,
Z 44 0)Syslog Querier (802.3az2) Private Seven (7) Inspection Stateful PIM-SM,
FME R LK% Control VLANs L2/L3/L4 IP Source Guard DHCPVv6 PIM-DM,
%) USB 7% Packet hashing Server 6-to-4
Flooding algorithms tunnels
¥ CLI
MEEMEE
TR
BS MAC fect=athog: g BtE BRE HiRa% fid:sg IP BRER L E CPU % IGMP VLAN DHCP Sflow s
ARP/NDP B # # Eiladal
M4300-96 256K MAC 1.920Tbps 2,857 BpAS: 64v4/64v6 96Mb 64-byte frames 2,048 IPv4 CPU 1.4 Ghz 2K IPv4 4K DHCP 416 samplers XSM4396K0
X 8K 33 Mpps RIP:512 <TBDpus 10G RJ45 1,024 IPv6 2GB RAM 2K IPv6 VLANs Server: 416 pollers XSM4396K1
ARP/NDP OSPF:12,000 <TBDuys 10G SFP 256MB Flash 2K leases 8 receivers
M4300-24 128K MAC 960Gbps 714 BpAS: 64v4/64v6 56Mb 64-byte 1,024 1Pv4 CPU 800Mhz IPv4:256 XSM4328S
X24F 8K 2R Mpps RIP:512 M4300-24X24F 512 IPv6 1GB RAM pools XSM4348CS
M4300-48 ARP/NDP OSPF:12,000 <2.39us 10G RJ45 256MB Flash IPv6:16
X <0.88us 10G SFP+ pools
M4300-48X
<2.41ps 10G RJ45
<1.51us 10G SFP+
M4300 H 16K MAC 4= 541 BpAS: 64v4/64v6 M4300-12 M4300-8X8F: 96 IPv4 MAEEMES
fickili=s 888 480Gbps 357Mpps RIP:512 X12F:32M <2.43ps 10G RJ45 32 IPv6
ARP/NDP mERS OSPF:512 b <0.89us 10G SFP+
2354 Hith: M4300-28Gxxx:
16Mb <2.74ps 10G RJ45
<1.96us 10G SFP+
All others:
<2.76ps 10G RJ45
<1.24ps 10G SFP+

WFESENREERONEZENRESHER, SDMREERFRFLET EOHAE R NAREMINAE
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NETGEAR’
a1 20

M4300 m[H#&E 3 BeMEIIAA 40G. 10G. 1G &S, DIRFEMHIEHEEN, B1E% 1 PoE+& AR
#2 . SDN-ready, 37 #F OpenFlow 1.3, M4300 ¥l R 515 Sk == IPVA/IPV6 JR %, I iEA B AZ O 5k 40G.
10G BSHMTRESHESHES. 3 BHFMHREEHSMKRKERE. RIP. VRRP. OSPF 1 PIM si75#H . M4300 2
RERBE. TEEA. S—EEM IP MANEAER.

NETGEAR M4300 Z7fy <2414

NETGEAR M4300 Z %33 M R1a] B i -

o FEXMHISMHEMLE 1G BAR, PEALAMKNSEE ® WNER. EREBEFEHREA. 2RSS, AlSELS
10G/40G LB G

® S L2L3L4 ¥M&E— T License—EFEE TR © RENEER. KEHE, BEERTHESTHHESK
% 9 2% H,RIP,VRRP,OSPF 1 PIM R EFTMEREIT T P &

® Xl E AV-over-IP, SXHFTAC & L2 285 (SDVOE-Ready) ® T FMOXHEM, EEAXIXEBI (1G AR

& SZHL2, L3MU4FME—EBHFAII—BIERE ) #SEZFE—AFTFHY (HHR 10G %L
M. RIP. VRRP. OSPF #1 PIM )

® BIFTMEMZEH, 1G. 10G A1 40G #&, A& EMFE o HEMOHTAEEREIUSHEMENME, A& 0F
& T Hl TU R K MUAR A E PR

® {EIRF,3F 16 ym O 24 41 10G BS, AIAEAZ @ Link Dependancy ($2E{Kk%) #isitE AsiE XMH
Toum{sE A — U AN 2028 18] SEI S HRATL U R WO, ETAEONEREIRES

o EHL 123HEE 2U S, ALY RS 96 P 10G O, e  PVST(§ VLAN & ik )F1 PVRST( VLAN iR 4 iR
PR 24 440G 300 IR RN PVST+424 i B2 114

o [F—ZEIMIRZAE 384 NTIkimO, E 768
AN10G #0, =& 192 440G %0 NETGEAR M4300 Z 51| & T84 :

® PoE+ (Fiuk[ 30W) IiFilik. TABRHAMU N ® DHCP/BootP gl E&I%E, SEGMEEXH L
BN Bk

® 48 %[ 10G HEMARRENIATT BHERBEAN:  ® TliREs SNMP, RMON, MIB, LLDP, AAA, sFlow
128K MAC,8K ARP/NDP,4K VLAN, 12K &HH #1 RSPAN ILF2 52 SCH)

® SDN-Ready OpenFlow 1.3 SZ#FLASEI S ATR B AR ® [kFuwO, ATHINEE (O0B)

® i RS232 HiE&4T RJ45 F1 Mini-USB i O A F 4

NETGEAR M4300 Z 7|3 {4-IheE: Hb B TR 2R

® EToKaR. WEFEHSSEL XM L2(MAC), L3(IP) e #f USB O FAME M. AE. REHERE
#1 LA(UDP/TCP &35 0) L2 M 5K Xt

® Tk Port-Channel/LAG(802.3ad-802.1AX)L2/L3/L4 4 © NEEGQMEE XX, BT EHMmE/ RS ik
FRUBRHEMARSE, TRERTAMEREMNUARN o FTUFREdSiTHRE (CL), ITEEAT AR
BE&AX B TIRIE

® \oice VLAN(3E% VLAN)E % SIP. H323 1 SCCP i ® S IhAEMTIFRE (GUI), IT EBR AT LIEEREMS
FRWAN LLDP-MED IP HiE B &) QoS 1 VLAN fit & ARBERRE

® SRANIE, #£E DOT1X,. MAB. Captive Portal, fftift ® NMS300 MEFAiRHARER BRI
BYOD 4%

® T IPvA/IPVE BEASEEE. IPv4 BIZSERER (& RIP F0
B 6-to-4 pFiE)

® HESER] IPv4/IPV6 iR % , A& IGMPv3/MLDv2 ASM.
SSM R IR AR #2 ) 8RB 2 R TP

® SiERE IPv4/IPv6 HiEREH, A& PIM TR E A
ZA0IER PIM(S,G,rpt PR ZSHLR [E)E

® S IPv4/IPv6 22X, SFEEENREKN. DHCP
Snooping, IP Source Guard {R$751 DoS #4542

® QIFTHIZT & Auto-iSCSI gt /1, EIMERMAI BT

&
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NETGEAR
IREBAERMRS

M

BRE 2EREABIHESZHILE

M4300 AR5 FFRE s % (NSF),
PGS A 8 QXSG —MEHE
ZEALF, TR T E I R

M4300 HI{EE 40G = 10G i[O (5544
(RJ45,SFP+,DAC) HalLIF T B
ABR B RS XI5 8 AN, Tt EMAERNA

40G. 10G BETWA 1G HSEE, MEKNIRFING, HE
I A R

22, 3 B4 RHHISE GFEEHIBIR, HK, T, IPV4IPE
BGER, IPVEILEARS) BITEANIT, MENLRLEES. WA
BERA

K FERENEE

M4300 %% 3 BB mED. VLAN. FRMARFRH SR IPv4/IPv6 FI5EHIIAE

) BAIREE IR

10G links
(Copper, Fiber)
1G &S BARMIRSTUAE 4 110G i

AATHS (BURTB B HEENEES
K)

il B

10G or 40G "Spine” Switches

10G links
(Copper, Fiber)

1G “Leaf” Switches

10G/40G B5: §EMHRZ A LA 16 4> 40G/10G in DA THE (B
HH, BURT A B EAHERRK)

REMERSZIRIERE:

96 yw 1 10G & 5-:

256K MAC it 5k, 4K VLAN, 12K 3 BEEHFRAN, EHTEREEMN IR EIX W%

48 i 10G B =

128K MAC itk , 4K VLAN, 12K 3 EEEHAKR N, EHTFERKEEHI B PIR FEX 04

FrBRMES:

16K MAC b3k, 4K VLAN, 512 3 EiHER~T, ER TR A G AIAE

/3 SDM i Bin A SHRHAE S Z EXIVES S, ERENENETRE RIEES

F— A IR IE A M3 AN B FR RE

80 PLUS TAUEHESCIBE R & 2K

ERASH B 2 PRREEUL —MERWKEIR: BEAME_TRBER (E) KLI 1+1 BIFETR

NERZENAEMN T HIEEEEZE 96Mb (96 1r 10G #-5) 72Mb (48 iir [0 10G #5) 32Mb (24 ix [0 10G #-5) 16Mb

(ABEHMHES)

FTAERTHSLIRIER, 845 40G, 10G R4 im0

B B 5%k 9Kb, IREEMEAE,

AF&HNzEA

iISCS & MR AR B3 RE AL AN AR 5588 W 4%
HH9 iISCSI & iteimAn B #r3L L B 5{R#7/QoS

© BIUFER iISCSI i fE AR EEE BRI iISCSI Ziznyg iz L1t

© o HEPEEIER) ISCSI HARMERNEIRERE UFEERE, SF0 AN
AR T4 ER QoS 432
RHE ISCSI &z BIR T LR MBER FEFHM &
1547 ISCSI Zi2RER), HRAWE R ILAEEIRE AN Z R VR
E=E4
BRI ENRRLRE T HT, ERHSEISCSI HiEAEF

SDN-ready, M4300 OpenFlow 45 4{EE AT L
&+ H) OpenFlow 3= 281833 OpenFlow fif

X Fp§ % OpenFlow 1.3 iR L H1E
OpenFlow £ AT AFEAEERY BT A B A X
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NETGEAR

WOHITERE © BEEAFUAFZEN B SR IP k45 ¥ OpenFlow R4 5 #&
IR E A E A
ERRMATLUEE OpenFlow FRsKIE(E Ak i O (FFINERRRO)
s IP b 3 R E F s E

OpenFlow 1% 2851 3k LA R 1% Fl a8 E e R I I AR X Fll 2 kA%
M4300 34 #) OpenFlow AHFFRAILEERBEIMERFS
OpenFlow 1z #2800 SSL &1

M4300 3231 7 OpenFlow 1.0.0 g§F%£ 1% OpenFlow 1.3 i ¥F&
TR T OpenFlow Y pIiER, UFERE AR OMELRL,
FHFEHFZA Open vSwitch

1 BRI A

REPWIAES AR TRENMNERTRMYE, |- &% 8 & M4300 ST A lBE ENERH#HITRE, H=

7 M B IR TR B PSR, 1B 4% | EXEE I W UE IR SR E

RIS R AT I ERAR LI ELFAERE - RE 106G 5#E 40G i AT B AEEw O : Bra i 10G/40G im O &

NN =Y N

B RO BENARARE N EEER (REEES/EHR/IEER
AfRRE)

B -5iE{FH CLI ép$<<#stack-port unit/slot/port stack>>7E &4
BREBS

W& R B AR SN HESEN I — PR — NN E B HES

HEREHAAN, EP—ETBIESWIEN (BEETRARRERE

) “BERgT, ARESHMANEEE

FOh—EXMIEEREIR (HEETFRERTEH) HEED, 1

E— &

Jin
al

NENEESRT
FERBPNEMHRE, 10G/40G BBV ERTEEAERBTHES
mEESRTHE

NErEek (NSF) $ptfEESER IEEE ST R EMERN AR,
RENFEH L ZINA FHEEE

N EMTHE L STRF AT BN :

- BB ITTHIRGE

- HttE RS BEERTFILINREER

- B ESBERERTFIENNREER

- EERAEH KRBT

- EEBTMERRTREERE

EENERRTNMRZ, KiEAPNEERTESERIL R
8, BREARSEEH IP LR, 20 VolP BiE
MEEBTESNEE R TR LB E L PR, SKIHERE
B3RO AT F

R IEREEFFGF, THEEREREE CLI ST —FadRER®
GUI I SE I % 4 4

AETERSIEMNE P RIFRBIG A DISEI 1+1 TURAIRRYT, R SSEsed

DHABBREES, BRZARORE, £HSE |- BRESTEMBMEZREFSMIERE (AA) EANNKZHEHT
HR R Z [BIR IR AR W 4 TR TR i

URFNAERE, —5 LAG (MBREAH) HItk M4300 #E4H
SE— MmO, SIER

RIEARP (RSTP) FZAMM (MSTP) sifumIREFEZINFLNRES, FESSIHIRZEBERM (TCN) AIHIH
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NETGEAR

M

NETGEAR fj PVSTP 5 ({X CLI) B{EH
fto] 7 Per VLAN STP g RIHLN, RASKILF™
TRH BRI

BRTUARER PVST+HR

PVSTP #£1{-F IEEE 802.1s EXH MSTP thi¥, EFEX 5|2
PVSTP &—/ VLAN {7 —{ itz

AIET, RENS— VLAN E215i7— Iz PVSTP #iz
HRum 1R down FIRY{&, FastUplink £rE RSB &R FHN
alternate i AT A LB, MUK IRER

FastBackbone $fMERr<1Eial#E (indirect) um O#BERIZEFHIE 1
smA

NETGEAR #J PVRSTP 5Zjfg ({X CLI) B{EE
fto/ 7 Per VLAN RSTP gJAREAMM, IASCI
RN ERIEN

BETWAOEN RPVST+HHAR

PVRSTP Z1{)lF IEEE 802.1w EXH RSTP thiy, EFEXHE
PVRSTP &— VLAN iz{T— Mi#7E

WATEN, REMNS— VLAN BREBT— MR PVRSTP #iz
§— PVRSTP #2IZ#FE— 7z FEh#HE IR

FTARRE 7%/ VLAN, mef S 0RG

Per VLAN RSTP H & % #F FastUplink 1 FastBackbone

WER DHCP [REFEFHF AT IP HAbhsien, FTESNAG IP it TS i & iaE M

IP S=AHMFED T i O AR EXN BRI BRI SEXNTRER D ENEEAEEEHROTERE, Bit

A AR A HOIE N B AR M SRR E 1

ZINERE

B DHCP #01 BootP B % kB AR E, BUAY RNEEXHEEENEURNRBEHEE, 1§ IPHULEE
PBRMBEITIRGY, S ENZ PYIa 2 5D LA RRREESX
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#83Y Auto-VoIP AI UMM B REXAIIES VLAN, BETH—PHRERE

HIER IP iEVIER/F4S LLDP-MED, i&5& VLAN ¥4 {FH LLDP-MED k&% VLAN ID, 802.1P it 2k X DSCP &

IPiEHl, IMEBREHE
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IEEE 802.3at PoE+ 3445k IRt S 30W
iR, M 2 W& 4, BN thaEF#HRS 802.3af
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AZFINBNRES MmO & AREMBFXRTE, UHBE. TENRIPAEXS DoS i MkfER Aim, BT BYOD
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IP HIEEEBE I TUARE—BARAENK B L INEERIES VLAN BE /1 SCELfE (K

TEN RGETIR M clear s S RFLHHIE EHEME, HFRESMEET L REULIKRSHEERE: traceroute(L I
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AIEFE L KEREEN IGMP IR RIRTIRES

Syslog #0 Packet Capture(#ll) A A& 15 F USB £ %1% & ANNIE M 25 i i HE s

AERPANREXHAIUNAESZDAE, TUETRFTENEEENNEER, XFIT ARSS
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B REE 2 BM 3 EMERNNENIARXBHESE, SFEFER (source-specific/SSM) FErHERKIE (ASM) ZH#E
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FEHNRARHER
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WTELINEE:
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—PkERERAE ), ETF RFC 3768(IPv4)
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X RAEEN T EEHIHERE VRRP BRHES
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AR EMAERARLINEEEARMERNINUSEEFE
HBHARLMEEHEHSE LEN—MHES IPHIEEE L, TH
A LR E S ERRIA RS E

FHAURE—PBABEKRER, EREMEENZEEBARAERIL
BIRE— 1 ERHS A S
BHEBLIARKR T LIEESE TN LEFHRERABBARNFTX
XGESFABBRLESENN R, EVANMEIE 4

Loopback ([E¥f) #EORENTISH. FREM

IP ih

41k T 12 ) 2% A EL A% 8 3B R FR X

RREEOAA (IPv4 A IPv6)

S EESRED GrO%E VLAN 20) TR 21 KERIEE
®o

X HFEE J 6tod (RFC4213) F1 AN 6to4 ki (RFC 3056), 1§ IPv6
REHEE IPvA HEEER

IPv4 BEEINR e % IPVv6 &8, ABA 6tod BEER < BEhZRL

M4300 ] A1E 7y 6tod fOiA 77 i B gs 4§ — 1> 6to4 S s g 2] — > 6tod
X i

Y RIPv2 (BBAEEEMY), fENEBXE
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F—FEBEUHEA BARAT R R M K5 E BT
KEATMEMX (IGP), RIPFEHARFRL (AS) NEBIE

B FH BB 43 & 5 14 {56 % FR 2% A B A9 A 5] i R
WAT A B SRR SR

ARE, SARMBBEDNERTENTT. EEB/RE. KBIREFR
Ebr SR AN: D)

Bign, = OSPF M RIP E3 % 2 —FEEMN R, FEFERENMT
RESFHEHBENEM

OSPF(F1 % s Fa B& = L 5 ) Bk B IR S i for
IPv4 F0 IPv6

£ IPv4 M4, 245 OSPFv2, R4 RFC 2328, ERfhEEHAE
T3 RFC1583 B R M iF

§txf IPv6 4%, OSPFV3 SRR i

OSPF T —RIRGHIEIE, M B ATERE B R RS (AS)
—A AS HE—MEES, HTMENKHER (BRh) #74
EEpEEgE

—A> AS TS B — FR 51 EE 9 0 48 X 43 (S 4 R 0 E 4L

TR 288 OSPF BRES I A KG9 ik 4 KIBAFX 158
RiGAEEHE: RN BAFEARX S

RigijE B TR BARER FRX

OSPF X FAXKHEAMEE
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AAEEHREA SR OSPF LI

OSPF NSSA ##M %3 RFC 3103, OSPF Not-So-Stubby Area
(NSSA) HEIn

OSPF Opaque LSA Zhi it %

WahEE O MR pUE— O X &% OSFP B EHT
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7 OSPF 74, HEE—IMXIESEREZENNBEH &
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BRELRE, FIAEXNTE

ECMP A ARNASFES], WA AFEIREE 2IAEE BRI Z &R

T —BKAIER I H
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ESENEIEEESX
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A—NUEEZIMEREEH S
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FHEsR Rk
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IPHoht (R EARz A IP 52 skE R BnHir)

ICMP [R{E4F I TRERIT, AIIRES
FARE A ICMP R EH

ICMP EE @A AR B LR EE R ARBITHREARG, HEEBH
EEHTERER, ‘k%ﬁ_ﬁ. KRR AN RIE"EH DoS W&
ICMP MR35 K AR E 5 B 7] AR FHRN 5 LT A AL B
=

AR PR ICMP iR (5 2 ARI7 2 3 2% FH 25 0 X
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&, UREEXRERER

REREEE (PBR) 471478 S H ISR BN EHIRE
EHIR B E T RIS R B RIEI1E

AR EREBEEZNRE, MIFBIAER 3 BEEHITE
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Bign, ALBREGEFEEHREMIFEER BT B REE
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IBTHMMERRE, FENTHMEMNERRT A, HftMERRIEB
LHRERBIEAFENSZFAABENAMREHRTRAHSIE
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b RLE

mETER MAC igfnug 0 22 HBIRFI M Em D ARE, PUEIMEARZ 2 HELE MAC HIREHSE 67

DHCP Snooping #5#% DHCP %= Pl DHCP k5588~ i) DHCP i, MUNIEHAER DHCP 58, HEZ— AR
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REFEFA R TRLE E1E
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BPDU Guard (MfFMXEEERATTHIR) AWMEEESRL AN (STP) X R REERIFAFMYFr S T TN
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FIANENLS], f£3F 802.1x RE AT USEFLR AT MAB B
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HTAREN 802.1x % P =X EEM R, K2 R ExE—1
% P MAC it 2 IAIEAR 5525

RADIUS iz 5528 xS tb 2 Fim M R MAC ik SR Ey H bk

RADIUS fr55 28— 1% PumiR EIAE M 7 B3R EE A VLAN 35IR1E S

BYESRDFIAE, INEEERATUETESR |- ABERAT, BREAIMETDEUAN T IRF 1T : 802.1x, MAB, Captive
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VLAN ID #1188, EERSRHEFH VLAN ID SSBEAMEREST, MEAEUTUEHEZENEBEIZ OME
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Isolated ~ VLAN,  Community  VLAN, ZEARFHITEE, EESTEREHRBEE
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tb. BHH. BRER
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Fiber, 10GBASE-LR LITE single mode

Fiber, 10GBASE-SR multimode

/
|
: Fiber, 10GBASE-LRM multimode
: Copper, 10G SFP+ DAC Cable

| Copper, 10GBASE-T RJ45 Cat6A
: Copper, Gigabit RJ45 Cat5e

|

Copper, Gigabit PoE+ RJ45 Cat5e

M6100 Series: Redundant Core

M4300-12X12F

N
Servers, Storage |5
a

SERVER ROOM - BUILDING 1
SERVER ACCES?V LB\(;R,,_

M4300 Series: Edge Ring Stack

M4300-52G

M4300-52G

M4300-52G

M4300-52G-PoE+

M4300-52G-PoE+

M4300-52G-PoE+

ACCESS LAYER

WIRING CLOSET - BUILDING 2

M4300-12X12F

M4300 Series: Spine and Leaf Stack

M4300-24X24F

M4300-24X24F

M4300-52G
Y
M4300-52G
M4300-52G

M4300-52G-PoE+

M4300-52G-PoE+

WIRING CLOSET - BUILDING 3
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HDTV Touchscreen

D|g\.t:al Signage SDVoE Encoder

o HDMI
Lana BN s U

10G Ethernet (Copper) SDVoE Decoder

106G Ethernet (Copper) HDM I 4K/60 4:4:4 with
USBE2.0 r— ey oM zero frame latency
4K Camera USB 2.0
HDMI SDVOE Encoder 1 Ethernet (Copper) .
Ty 4K Display
1G Ethernet o7
SDVoE Decod — )
OF Decoder . o ) Cor:ﬁgulrable
4K Server SDVoF Encoder SDVoE Controller “ Multi-Viewer
HDMI 10G Ethernet (Copper) m 106G RS232
Audio Embed Ethernet
udio bmbe 1G (Fiber) Projector
Ethernet
SDVoE Decoder EDID and HDCP 2.2

HOMI | '
Blu-ray Player g &‘ encryption support
SDVoE Encoder RS232
HDMI w— 106G
’ R Ethernet

- 1 | : | L1 L L 11 | L
vy vy | See e | mm—| m—)
(Fiber)
10G Ethernet (Copper)
SDVoE Decoders Videowall
Cable satellite Box “ HDMI |
“ HDMI Video Wall with
10G Ethernet (Fiber) _ sy HOM! bezel compensation

SDVoE Encoder

¢ HDMI T 10G Ethernet (Fiber) =y HDMI
IR SDVoE Decoder Smart TV
10G Ethernet (Fiber) HDOM|
Laptop
HDMI SDVOE Encoder ) Keyboard & Mouse < Ethernet %0 KVM access,
R e 10G Ethernet (Fiber) by g AudoEmbed demzlenlel real USB 2.0,
16 Ethernet IR Receiver [ USB 2.0 e infraed control
Audio Embed &Remote  H . \ & !
W  Speakers @ R
USB 2.0

ATk AV-over-IP fUERBENE S, NETGEAR #Ti&7T M4300 &%, B FLMESLIEMEREMM .. EIERM AV
FLEERSMEEE. 0 IGMP Snooping, IGMP Fast Leave, IGMP Querier B2 7E2RIAM VLANT BR BT, HER
FTEMNREEER. EERNREEMEREESE, BEETAINEE—HMEXA/R!
LA E ] SDVoE Video-over-IP &%
M4300-96X &1k, AV-over-IP SDVOE fZR7THE, Hitig 48x48 TBEFEMim AL 2%
T FEZE S, 96x10G =(# 24x40G s EERIEE
12 D= 1E1E, 2U MR, A 8x10G 5E 2x40G § B+
£ F M4300-96X TE£ Bt & 23 SRAZHIR THRAVIEIR (L 22352471
www.netgear.com/96x-config
BNiRED A, BERYATHEHRIEK
it AV-over-IP SR2REFE &
0 =g AV-over-IP, FREZE 2 Z2H#E (SDVoE-ready)
IGMP Snooping, IGMP Fast Leave, IGMP Querier 2@ 2 5
ZRAMNETXERNERE Ul

SDVoE Ex82 2 —1E AV-over-IP X UM A B AMMASRE, —EMEREI - EERBET —RHNZN
SR - NETGEAR F1H s SDVOE {kf#—#22ft SDVoE Z50 /= m , NETGEAR 2 £ F M FHEH A N AT #E

\"J SDVCE"

ALLIANTCE

SDVoE is a trademark of the SDVoE Alliance

www.sdvoe_org
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NETGEAR \

HEFITEIR
M4300-8X8F
GIE:3-E i bl
ITBiER v 8-port 10GBASE-T (RJ45) all independent
v N, B XSM4316S-100NES v 8-port 10GBASE-X (SFP+) all independent
v A XSM4316S-100AJS v" 320Gbps non-blocking fabric across 16 ports
v' Qut-of-band 1G Ethernet management port
v" Mini-USB and RJ45 RS232 console ports and
USB storage port
v' Full L3 feature set and non-stop forwarding

(NSF) stacking

v' Half-width form factor with one- and two-unit
rack mount kit

v' Two half-width switches can be installed in a
single rack space for redundant top-of-rack

v' Ships with one modular APS250W PSU in its
power supply slot

v" Low acoustics (36.9dB @25°C / 77°F)

UEoneeen

To install a single half-width switch in a rack, a 19-inch rack-mount kit is supplied with the switch:
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M4300-12X12F

AIHEE 4 M 3

ITBiER «  12-port 10GBASE-T (RJ45) all independent
v N, BN XSM4324S-100NES * 12-port 10GBASE-X (SFP+) all independent
v K XSM4324S-100AJS » 480Gbps non-blocking fabric across 24 ports

»  Out-of-band 1G Ethernet management port

*  Mini-USB and RJ45 RS232 console ports and
USB storage port

* Full L3 feature set and non-stop forwarding
(NSF) stacking

* Half-width form factor with one- and two-unit
rack mount kit

* Two half-width switches can be installed in a
single rack space for redundant top-of-rack

» Ships with one modular APS250W PSU in its
power supply slot

» Low acoustics (36.9dB @25°C / 77°F)

M4300-24X
IS S M AT
ITRiER +  24-port 10GBASE-T (RJ45)
v ZEWN, BH: XSM4324CS-100NES * 4-port 10GBASE-X (SFP+) (shared, back)
v A XSM4324CS-100AJS »  480Gbps non-blocking fabric across 24 ports

»  Out-of-band 1G Ethernet management port

*  Mini-USB and RJ45 RS232 console ports and
USB storage port

* Full L3 feature set and non-stop forwarding
(NSF) stacking

» Half-width form factor with one- and two-unit
rack mount kit

* Two half-width switches can be installed in a
single rack space for redundant top-of-rack

*  Ships with one modular APS250W PSU in its
power supply slot

* Low acoustics (37dB @25°C / 77°F)
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M4300-24X24F

AIHEE 4 M 3

ITBiER «  24-port 10GBASE-T (RJ45) all independent
v M, BN XSM4348S-100NES *  24-port 10GBASE-X (SFP+) all independent
v A XSM4348S-100AJS *  960Gbps non-blocking fabric across 48 ports

»  Out-of-band 1G Ethernet Management port

* Mini-USB and RJ45 RS232 console ports and
USB storage port

* Full L3 feature set and non-stop forwarding
(NSF) stacking

»  Full width form factor with one-unit rack mount
kit

»  Ships with one modular APS250W PSU in first
power supply slot

» Ship with a blank cover in the second power
supply slot

» Low acoustics (35.8dB @25°C / 77°F)

M4300-48X
CIp::3 - b —ged: vk
ITRiER +  48-port 10GBASE-T (RJ45)
v ZEHN, B XSM4348CS-100NES * 4-port 10GBASE-X (SFP+) (shared)
v A XSM4348CS-100AJS *  960Gbps non-blocking fabric across 48 ports

»  Out-of-band 1G Ethernet Management port

*  Mini-USB and RJ45 RS232 console ports and
USB storage port

* Full L3 feature set and non-stop forwarding
(NSF) stacking

»  Full width form factor with one-unit rack mount
kit

*  Ships with one modular APS250W PSU in first
power supply slot

+ Ship with a blank cover in the second power
supply slot

» Low acoustics (40.3dB @25°C / 77°F)
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M4300-96X

IS ERA2ME Y]

iT BiER
2H (54148, F PSU):XSM4396K0-10000S
EM BN (#1456 48xSFP+):
XSM4396K1-100NES
A (#8457 48xSFP+): XSM4396K1-100AJS
2% (10G B O# & F): APM408C-10000S
25 (10G #[J PoE+ +): APM408P-10000S
25 (10G ELF# & +): APM408F-10000S
ZIE (40G H4FH EF): APM402XL-10000S

ZEHIFERA (XSM4396KO0)

‘—.a-w..‘;-

8x10GBASE-T Port Card - 100M/1G/2.5G/5G/10G
(APM408C)

8x10GBASE-T PoE+ Port Card - 1T00M/1G/2.5G/5G/10G
(APM408P)

20/61

‘

24-port 1000BASE-T (RJ45)

2-port 10GBASE-T (RJ45) all independent
2-port 10GBASE-X (SFP+) all independent
128Gbps non-blocking fabric across 28 ports
Out-of-band 1G Ethernet Management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding
(NSF) stacking

Full width form factor with one-unit rack mount
kit

Ships with one modular APS150W PSU in first
power supply slot

Ship with a blank cover in the second power
supply slot

Low acoustics (30.3dB @25°C / 77°F)

8xSFP+ Port Card - 1G/10G
(APM408F)

2xQSFP+ Port Card - 40G
(APM402XL)
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B FITEER

M4300-28G

] R P B ST

TTBER
v ZW, B GSMA4328S-100NES
v i7A: GSM4328S-100AJS

nnnnnnn

=

M4300-52G
AR R E I
LIRS
v W, W GSM4352S-100NES
v A GSM4352S-100AJS

24-port 1000BASE-T (RJ45)

2-port 10GBASE-T (RJ45) all independent
2-port 10GBASE-X (SFP+) all independent
128Gbps non-blocking fabric across 28 ports
Out-of-band 1G Ethernet Management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding
(NSF) stacking

Full width form factor with one-unit rack mount
kit

Ships with one modular APS150W PSU in first
power supply slot

Ship with a blank cover in the second power
supply slot

Low acoustics (30.3dB @25°C / 77°F)

48-port 1000BASE-T (RJ45)

2-port 10GBASE-T (RJ45) all independent
2-port 10GBASE-X (SFP+) all independent
176Gbps non-blocking fabric across 52 ports
Out-of-band 1G Ethernet Management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding
(NSF) stacking

Full width form factor with one-unit rack mount
kit

Ships with one modular APS150W PSU in first
power supply slot

Ship with a blank cover in the second power
supply slot

Low acoustics (31.5dB @25°C / 77°F)
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M4300-28G-PoE+
] R P B ST

ALAEYS

M, M (550W PSU): GSM4328PA-100NES
M, B (1,000W PSU): GSM4328PB-100NES
A (550W PSU): GSM4328PA-100AJS

A (1,000W PSU): GSM4328PB-100AJS

v

v
v
v

24-port 1000BASE-T (RJ45) PoE+

2-port 10GBASE-T (RJ45) all independent

2-port 10GBASE-X (SFP+) all independent
128Gbps non-blocking fabric across 28 ports
Out-of-band 1G Ethernet Management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding (NSF)
stacking

Full width form factor with one-unit rack mount kit
(GSM4328PA) Ships with one modular APS550W
PSU in first power supply slot

(GSM4328PB)

Ships  with  one modular

APS1000W PSU in first power supply slot
Ship with a blank cover in the second power
supply slot

M4300-52G-PoE+

A S W ST

TTBER

ZHW, BN (550W PSU): GSM4352PA-100NES
=W, & (1,000W PSU): GSM4352PB-100NES
T (550W PSU): GSM4352PA-100AJS

T (1,000W PSU): GSM4352PB-100AJS

v

v
v
v
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48-port 1000BASE-T (RJ45) PoE+
2-port 10GBASE-T (RJ45) all independent

2-port 10GBASE-X (SFP+) all independent
176Gbps non-blocking fabric across 52 ports
Out-of-band 1G Ethernet Management port
Mini-USB and RJ45 RS232 console ports and
USB storage port

Full L3 feature set and non-stop forwarding
(NSF) stacking

Full width form factor with one-unit rack mount kit
(GSM4352PA)  Ships with one
APS550W PSU in first power supply slot
(GSM4352PB) Ships with one

modular

modular

APS1000W PSU in first power supply slot
Ship with a blank cover in the second power
supply slot
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RPS4000v2
RPS unit for up to 4 concurrent switches
TTBiER

v ZEN, B RPS4000-200NES

v JFX: RPS4000-200AJS

v EHRIE S F

RPS mode: provide N+1 redundancy to M4300-52G-PoE+ when
its two internal PSUs are used in EPS (shared) mode
v One APS1000W per M4300-52G-PoE+ connected to
the RPS4000 unit
v' Up to four (4) M4300-52G-PoE+ switches per RPS4000

unit

O O O

APS1000W
BEELERR
TTlfER
v EW, BH: APST1000W-100NES
v A APS1000W-100AJS
v EHRE 5 F

APS550W

BEELEIR

TTlfER
v EW, BoH: APS550W-100NES
v A APS550W-100AJS
v EHRE S5 F

23/61

Front view
v' RPS4000v2 is 1RU unit with four (4)
empty slots
v Power modules (APS1000W) are sold
separately
Rear view
v' Four (4) embedded RPS connectors
v' Switch selectors for RPS/EPS power
modes
v' Switch selectors for power modules'
two-by-two bridging
Included:
v" Four (4) RPS cables - 60cm each (~2 ft)
v" Rack mount kit
v" Power cord

*  Power module for RPS4000 unit
» Additionnal PSU for M4300-28G-PoE+ (GSM4328PB)
and M4300-52G-PoE+ (GSM4352PB)
«  C15 connector
*  Capacity:
v 110V-240V AC power input
v" Up to 640W output power at 110V AC
v" Up to 910W output power at 220V AC

« Additional PSU for M4300-28G-PoE+
(GSM4328PA) and M4300-52G-PoE+
(GSM4352PA)

+  C14 connector

+  Capacity:

v" 110V-240V AC power input
v Up to 575W output power at
110/220V A
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APS250W
BeatiR
TTlfER
v M, B

APS250W-100NES

v X APS250W-100AJS

v BIRE S F
APS150W
BRI IR
TTBfER

v W, B

APS150W-100NES

JrA: APS150W-100AJS

BIFHRIE: 5 F

GBIC SFP and SFP+ Optics for M4300 series

*  Additional PSU for M4300-8X8F, M4300-12X12F,

. Capacity:

. C14 connector

M4300-24X, M4300-24X24F and M4300-48X

v 110V-240V AC power input

v Up to 250W output power at 110/220V AC

»  Additional PSU for M4300-28G and M4300-52G

. Capacity:

. C14 connector

v 110V-240V AC power input
v Up to 150W output power at 110/220V AC

ITEER Multimode Fiber (MMF) Single mode Fiber (SMF)
v Worldwide:  see  table | OM1 or OM2 OM3 or OM4 9/125pum
below 62.5/125um 50/125um
v BHRE S F
10 Gigabit SFP+ AXM763 AXM763 AXM762

. Fits into M4300 models
SFP+ interfaces

10GBase-LRM long reach
multimode

802.3aq - LC duplex connector

up to 220m (722 ft)

AXM763-10000S (1 unit)

10GBase-LRM long reach multimode
802.3aq - LC duplex connector
up to 260m (853 ft)

AXM763-10000S (1 unit)

10GBase-LR long reach single mode
LC duplex connector

up to 10km (6.2 miles)

AXM762-10000S (1 unit)
AXM762P10-10000S (pack of 10 units)

AXM761

10GBase-SR short reach multimode
LC duplex connector

OM3: up to 300m (984 ft)

OM4: up to 550m (1,804 ft)

AXM761-10000S (1 unit)
AXM761P10-10000S (pack of 10 units)

AXM764
10GBase-LR LITE single mode
LC duplex connector

up to 2km (1.2 mile)

AXM764-10000S (1 unit)

Gigabit SFP

. Fits into M4300 models

SFP+ interfaces

AGM731F

1000Base-SX short range
multimode

LC duplex connector

up to 275m (902 ft)

AGMT31F (1 unit)

AGM731F
1000Base-SX short range multimode

LC duplex connector

OM3: up to 550m (1,804 ft)
OM4: up to 1,000m (3,280 ft)

AGM731F (1 unit)

AGM732F
1000Base-LX long range single mode

LC duplex connector

up to 10km (6.2 miles)

AGM732F (1 unit)
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AGM734 Fits into M4300 models SFP+ interfaces
1000Base-T Gigabit RJ45 SFP 1 port Gigabit RJ45
iTHiER Supports only 1000Mbps full-duplex mode

v Worldwide: AGM734-10000S
v EHFRE S F

Up to 100m (328 ft) with Cat5 RJ45 or better
Conveniently adds copper connectivity to M4300 fiber

interfaces

AXM765
10GBase-T RJ45 SFP+(10G)
TlfER

v Worldwide: AXM765-10000S
BEHRE: 5 F

Fits into M4300 models SFP+ interfaces
* 1 port 10GBASE-T RJ45
* Copper connectivity up to 30 m (98 feet) distance

* CAT6a or better wiring required for 10GBASE-T up

to 30 meters

M4300 fiber interfaces

. e Conveniently adds 10G copper connectivity to

TEFF M4300 1Y B FEL 4
TsfER SFP+ to SFP+
v Worldwide: see table below | 1 % 3k 5K
v BHEE S F
10 Gigabit DAC AXC761 AXC763 AXC765

. Fits into M4300 models SFP+

interfaces

10GSFP+ Cu (passive)

SFP+ connectors on both end

AXC761-10000S (1 unit)

10GSFP+ Cu (passive)

SFP+ connectors on both end

AXC763-100008S (1 unit)

10GSFP+ Cu (active)

SFP+ connectors

AXC765-10000S (1 unit)

7K

10 2K

15K

AXC767

10GSFP+ Cu (active)

SFP+ connectors

AXC767-10000S (1 unit)

AXC7610

10GSFP+ Cu (active)

SFP+ connectors

AXC7610-10000S (1 unit)

AXC7615

10GSFP+  (duplex fiber

optic)

SFP+ connectors

AXC7615-10000S (1 unit)

20 3K

AXC7620

10GSFP+ (duplex fiber optic)

SFP+ connectors

AXC7620-10000S (1 unit)
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ARSE
Requirements based on 12.0 software Ly #i =5
| M4300-8X8F Half-Width 16x10G including 8x10GBASE-T and 8xSFP+ XSM4316S
e M4300-12X12F Half-Width 24x10G including 12x10GBASE-T and 12xSFP+ | XSM4324S
M4300-24X Half-Width 24x10G including 24x10GBASE-T and 4xSFP+ XSM4324CS
(shared)
M4300-24X24F 48x10G including 24x10GBASE-T and 24xSFP+ XSM4348S
M4300-48X 48x10G including 48x10GBASE-T and 4xSFP+ (shared) XSM4348CS
M4300-96X 12 #5H1E 2U =L (F PSU) XSM4396K0
M4300-96X 48x10G SFP+i2f4f (600W PSU) XSM4396K 1
M4300-28G 24x1G with 2x10GBASE-T and 2xSFP+ GSM4328S
M4300-28G-PoE | 24x1G PoE+ with 2x10GBASE-T and 2xSFP+ (550W PSU) GSM4328PA
+
24x1G PoE+ with 2x10GBASE-T and 2xSFP+ (1,000W PSU) | GSM4328PB
M4300-52G 48x1G with 2x10GBASE-T and 2xSFP+ GSM4352S
M4300-52G-PoE | 48x1G PoE+ with 2x10GBASE-T and 2xSFP+ (550W PSU) GSM4352PA
+
48x1G PoE+ with 2x10GBASE-T and 2xSFP+ (1,000W PSU) | GSM4352PB
APS150W PSU for M4300-28G; M4300-52G APS150W
APS250W PSU for M4300-8X8F; M4300-12X12F; M4300-24X, APS250W
M4300-24X24F; M4300-48X
APS550W PSU for M4300-28G-PoE+; M4300-52G-PoE+ (PA versions) | APS550W
APS1000W PSU for M4300-28G-PoE+; M4300-52G-PoE+ (PB versions) | APS1000W
WEEO
HiEN RJ45 BiEN RJ45 Bl RI45 Bi&EN SFP+%0 QSFP+ 40GBASE-X
TJkH 10G AAMEQ 10/100/1000BASE-T | 100/1000/10GBASE-T | 100/1000/2.5/5/10GBASE-T 1000/10GBASE-X
M4300-8X8F - 8 - 8 (M1) -
M4300-12X12F - 12 - 12 (34s7) -
M4300-24X - 24 - 4 (#=) -
M4300-24X24F - 24 - 24 (M) -
M4300-48X - 48 - 4 (#£F) -
M4300-96X &% 96 (Jhir) &% 24 (Jh31)
B, - k% 96 (ML)
(L2 EREAFuwm Oy R’-R)
APMA408C iy 1§~ B+ - - 8 - _
APMA08P i A4 &+ - - 8 (Bl 6 3HEF F PoE+) - B
APM408F s A4 B+~ - - - 8 _
APM402XL i 04 R+ - - - ; 8
M4300-28G, M4300-28G-PoE+ 24 2 - 2 (Ms1) -
M4300-52G, M4300-52G-PoE+ 48 2 - 2 (Ms1) -
BAARO 1G %M 10G & A 40G ¥ H
M4300-8X8F - 16 -
M4300-12X12F, M4300-24X - 24 -
M4300-24X24F, M4300-48X - 48 -
M4300-96X - &% 96 &% 24
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M4300-28G, M4300-28G-PoE+ 24 4 -
M4300-52G, M4300-52G-PoE+ 48 4 -

EERKA

Console ports

R3O (Out-of-band Ethernet) Fhikwsn

M4300-8X8F, M4300-24X24F

Serial RS232 RJ45 (front) ; Mini-USB
(front)

1 x RJ45 10/100/1000BASE-T (front) 1 x USB (front)

M4300-12X12F,M4300-24X,
M4300-48X

Serial RS232 RJ45 (back) ; Mini-USB
(front)

1 x RJ45 10/100/1000BASE-T (back) 1 x USB (front)

M4300-96X

Serial RS232 RJ45 (back) ; Mini-USB
(back)

1 x RJ45 10/100/1000BASE-T (back) 1 x USB (back)

M4300-28G, M4300-28G-PoE+,
M4300-52G, M4300-52G-PoE+

Serial RS232 RJ45 (back) ; Mini-USB
(front)

1 x RJ45 10/100/1000BASE-T (front) 1 x USB (front)

Application with 2nd PSU (sold
RRIL RS PSU #fi HRE PSU separately)
M4300-8X8F, M4300-12X12F,
1 1 x APS250W -
M4300-24X
M4300-24X24F, M4300-48X 2 1 x APS250W RPS (redundant) mode
I
M4300-96X RPS (redundant) or EPS (shared)
2 (APS600W & APS1200W Ea5d4H
(XSM4396K0 Z=H FEARAR) - modes
M4300-96X RPS (redundant) or EPS (shared)
2 1 x APS600W
(XSM4396K1 f2iaE1t) modes
M4300-28G, M4300-52G 2 1 x APS150W RPS (redundant) mode
M4300-28G-PoE+ RPS (redundant) or EPS (shared)
2 1 x APS550W
(GSM4328PA version 550W PSU) modes
M4300-28G-PoE+ RPS (redundant) or EPS (shared)
2 1 x APS1000W
(GSM4328PB version 1,000W PSU) modes
M4300-52G-PoE+ RPS (redundant) or EPS (shared)
2 + external RPS port 1 x APS550W
(GSM4352PA version 550W PSU) modes
M4300-52G-PoE+ RPS (redundant) or EPS (shared)
2 + external RPS port 1 x APS1000W
(GSM4352PB version 1,000W PSU) modes
& EX B
mBERS AEEZ=SR
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Power over Ethernet

PSE g1

PoE+i O

M4300-96X

X% 48

1XBI 6 TNEIE AL FEH POE A, S TAEIEH APMA0BP £, 5%
48 1 POE+32], 1 APS1200W

M4300-28G-PoE+ (all

versions)

24

M4300-52G-PoE+ (all

versions)

48

PoE &

PoE Budget @ 110V ACin

PoE Budget @ 220V AC in

External RPS

1PSUor 2in RPS

mode

2 PSUs in EPS

mode

1PSUor 2in RPS

mode

2 PSUs in EPS

mode

Application

M4300-96X
({5 APS600W PSU)

ow

634W

ow

634W

M4300-96X
({5 APS600W +
APS1200W PSU)

720W
(¢ RPS FiF PoE)

1084w

720W
(% RPS FF PoE)

1084W

M4300-96X
(&8 APS1200W PSU)

720W

1440W

720W

1440W

M4300-28G-PoE+
(GSM4328PA version 550W
PSU)

480 Watts

720 Watts

480 Watts

720 Watts

M4300-28G-PoE+
(GSM4328PB version
1,000W PSU)

630 Watts

720 Watts

720 Watts

720 Watts

M4300-52G-PoE+
(GSM4352PA version 550W
PSU)

480 Watts

720 Watts

480 Watts

720 Watts

M4300-52G-PoE+
(GSM4352PB version
1,000W PSU)

591 Watts

1,010 Watts

860 Watts

1,440 Watts

Power
redundancy
(RPS) when 2
PSUs in EPS
mode

eSO

IEEE 802.3af (up to 15.4W
per port)

Yes

IEEE 802.3at (up to 30W per
port)

Yes

IEEE 802.3at Layer 2 (LLDP)
method

Yes

|IEEE 802.3at 2-event
classification

Yes

PoE timer / schedule (week,
days, hours)

Yes

RER | NEF

Processor (CPU) —
M4300-96X

Integrated 1.4Ghz CPU in switching silicon

28/61



NETGEAR
Processor (CPU) — Eth#!S | Integrated 800Mhz CPU in switching silicon
R N7 — M4300-96X 2GB
RGEREF - HhES 1GB
Code storage (flash) - all
models 256 MB Dual firmware image, dual configuration file
KR REEF
M4300-96X 96Mb
M4300-24X24F, M4300-48X | 56 Mb
M4300-12X12F, M4300-24X | 32 Mb
All other models 16 Mb Dynamically shared across only used ports

RS

Max physical switches per
stack

8 (any combination of M4300 switches)

Max physical ports per stack

384 x 1G #O8#F 768 x 10G [0 =F 192 x 40G s siHFH MBS

Mixed stacking between 1G
models and 10G/40G
models

Yes

Mixed stacking table size

Mixed stacking SDM template is used based on “least common denominator” set of capacities

Stacking ports

(pre-configuration)

No pre-configured stacking port: any 10G port (copper, fiber) and any media type (RJ45, SFP+, DAC) can
be used for stacking

Stacking ports  (max

number)

1G models: up to 4 ports per switch
10G models: up to 16 ports per switch

Vertical and horizontal

stacking topologies

Chain, single ring, dual ring, mesh, spine and leaf

Distant stacking using fiber

Yes

Non-stop forwarding (NSF)

Yes

Hitless management unit
failover and failback

Yes, no service interruption across the stack

Automatic unit replacement

(AUR) Yes

Distributed Link Aggregation

(LAGs across the stack) Yes

Stack with previous M5300,

M7100, M7300 versions Not supported

MEEHbA

TR

M4300-8X8F 320 Gbps

M4300-12X12F, M4300-24X | 480 Gbps

M4300-24X24F, M4300-48X | 960 Gbps

M4300-96X 1.920Thps ) ) .
M4300.256, Line-rate (non blocking fabric)
M4300-28G-PoE+ 128 Gbps

M4300-52G,

M4300-52G-PoE+ 176 Gbps

HitE

M4300-8X8F 238 Mpps

M4300-12X12F, M4300-24X 357 Mpps
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M4300-24X24F, M4300-48X 714 Mpps
M4300-96X 2,857Mpps
M4300-28G,
M4300-28G-PoE+ 95.2 Mpps
M4300-52G,
M4300-52G-PoE+ 130.9 Mpps
1024-byte 1518-byte
ZEIR - 10G &t 64-byte frames 512-byte frames frames frames
M4300-8X8F 0.889us 0.874us 0.876us 0.87pus
M4300-12X12F 1.189pus 1.313ps 1.373us 1.309us
M4300-24X 1.827us 1.919us 1.971ps 1.905us
M4300-24X24F 0.879us 0.889us 0.89us 0.88us
M4300-48X 1.508us 1.516ps 1.516ps 1.523ps
M4300-96X 0.75ps 1.170us 1.603us 1.970us
M4300-28G,
M4300-28G-PoE+ 1.961ps 1.952ps 1.941ps 1.95s
M4300-52G,
M4300-52G-PoE+ 1.24us 1.225us 1.232us 1.196us
1024-byte 1518-byte
R - 10G A0 64-byte frames 512-byte frames frames frames
M4300-8X8F 2.432us 2.421ps 2.421ps 2.414ps
M4300-12X12F 2.755us 2.879us 2.938ps 2.876ps
M4300-24X 2.728us 2.85ps 2.904ys 2.841us
M4300-24X24F 2.387us 2.407us 2.415ps 2.402us
M4300-48X 2.409us 2.4250s 2.43ps 2.432us
M4300-96X 1.491ps 1.921us 2.354ys 2.722us
M4300-28G,
M4300-28G-PoE+ 2.74us 2.71ps 2.732us 2.706s
M4300-52G,
M4300-52G-PoE+ 2.71ps 2.7us 2.692us 267043
1024-byte 1518-byte
ZER - 1G H&F 64-byte frames 512-byte frames frames frames
M4300-8X8F 2.622ys 2.543ps 2.538js 2.557ps
M4300-12X12F 2.741ps 2.875ps 2.901ps 2.853ps
M4300-24X 2.289ps 2.393us 2.423ps 2.379s
M4300-24X24F 2.752us 2.767us 2.784ps 2.752s
M4300-48X 2.285(s 2.39us 2.426ps 2.379s
M4300-96X TBD TBD TBD TBD
M4300-28G,
M4300-28G-PoE+ 1.908us 1.914ps 1.918us 1.936ys
M4300-52G,
M4300-52G-PoE+ 1.618ps 1.594ps 1.578us 1.576us
1024-byte 1518-byte
ZFER -1G BQO 64-byte frames 512-byte frames frames frames
M4300-8X8F 2.572s 2.5644s 2.592y1s 2.589p1s
M4300-12X12F 2.751ps 2.848ps 2.941ps 2.868ps
M4300-24X 2.707ps 2.821ps 2.866(1s 2.826ps

30/61




NETGEAR

M4300-24X24F 2.772us 2.79us 2.814us 2.784us

M4300-48X 2.702pus 2.714ps 2.73ps 2.709us

M4300-96X TBD TBD TBD TBD

M4300-28G,

3.762us
M4300-28G-PoE+ 3.745ps 3.756us 3.746ps

M4300-52G,

2.666ps
M4300-52G-PoE+ 2.688us 2.644us 2.648ps

FEUARN

Deactiva
ted by
Future firmware upgrade for IEEE 802.3az Energy Efficient Ethernet Task Force compliance default

Energy Efficient Ethernet
(EEE)

HftteH

HaEN HFREFIFER

5 48-bit MAC address

bk ETHEEE RN
(M4300-96X) 256K MAC itk

it FHEEE RN
(M4300-24X24F,M4300-48X) 128K MAC sttt

Hb 1 EHE R KN
(FrEHMHES) 16K MAC it

4093 (802.1Q) EIFRf —— Jhxz4E(
VLAN #¥8 4093 VLAN — H&ET (71§ M4300-96X iRE A SR EHS, XAHE(XSZHF 1024 VLAN)

Number of multicast groups
filtered (IGMP) 4K total (2,048 IPv4 and 2,048 IPv6)

802.3ad
/

Number of Link Aggregation 802.1AX

Groups (LAGS) 128 LAGs with up to 8 ports per group -2008

Number of hardware queues
for QoS (Standalone) 8 queues

Number of hardware queues
for QoS (Stack) 7 queues

EREHE
(M4300-24X24F,M4300-48X, M4300-96X)

SDM (System Data

IPv4 12,288 IPv4 Unicast Routes in IPv4 Routing Default SDM Template Management, or switch
database) templates allow

IPv6 4,096 IPv6 Unicast Routes in Dual IPv4 and IPv6 SDM Template for granular system

all other models resources distribution

depending on IPv4 or IPv6
IPv4 512 IPv4 Unicast Routes in IPv4 Routing Default SDM Template applications

IPv6 256 IPv6 Multicast Routes in Dual IPv4 and IPv6 SDM Template

Number of static routes

IPv4 64

31/61



NETGEAR
IPv6 64
RIP application route scaling
IPv4 512
OSPF application route
scaling
(M4300-24X24F,M4300-48X
,M4300-96X)
IPv4 12,288
IPv6 4,096
all other models
IPv4 512
IPv6 256
Number of IP routing
interfaces (port or VLAN) 128

all other models

up to 9KB packet size

Acoustic noise
(ANSI-S10.12)

@ 25 °C ambient (77 °F)

M4300-8X8F 36.9dB

M4300-12X12F 36.9dB

M4300-24X 37dB

M4300-24X24F 35.8dB

M4300-48X 40.3dB

M4300-96X 35.8dB (no PoE); 66.8dB (max PoE)
M4300-28G 30.3dB

M4300-28G-PoE+ 39.8dB

M4300-52G 31.5dB

M4300-52G-PoE+ 39.8dB

Fan speed control

2 PSUs in RPS 2 PSUs in 2 PSUs in EPS mode

Heat Dissipation (BTU) 1PSU mode EPS mode with external RPS
M4300-8X8F 185.77 BTU/hr - - -
M4300-12X12F 367.75 BTU/hr - - -
M4300-24X 473.9BTU/hr

M4300-24X24F 610.39 BTU/hr 610.39 BTU/hr - -
M4300-48X 899.9 BTU/hr 899.9 BTU/hr -
M4300-96X(F PoE) 2145.82 BTU/hr 2145.82 BTU/hr -

o 7,605.15
M4300-96X(5x A PoE) ) ] BTU/hr )

M4300-28G

117.78 BTU/hr

117.78 BTU/hr
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M4300-28G-PoE+
(GSM4328PA version 550W 2,720.96
PSU) 1,969.88 BTU/hr 1,963.05 BTU/hr BTU/hr -
M4300-28G-PoE+
(GSM4328PB version 2,844.55
1,000W PSU) 2,844.55 BTU/hr 2,842.15 BTU/hr BTU/hr -
M4300-52G 161.82 BTU/hr 161.82 BTU/hr - -
M4300-52G-PoE+
(GSM4352PA version 550W 2,953.11
PSU) 2,079.13 BTU/hr 2,085.95 BTU/hr BTU/hr 3,123.81 BTU/hr
M4300-52G-PoE+
(GSM4352PB version 5,411.19
1,000W PSU) 3,031.63 BTU/hr 3,079.43 BTU/hr BTU/hr 5,650.17 BTU/hr
R T ERE (MTBF) @ 25 °C ambient (77 °F) @ 50 °C ambient (122 °F)
M4300-8X8F 196,120 hours (~22.4 years) 123,644 hours (~14.1 years)
M4300-12X12F 192,898 hours (~22 years) 121,331 hours (~13.9 years)
M4300-24X 247,437 hours (~28.2 years) 153,855 hours (~17.5 years)
M4300-24X24F 133,176 hours (~15.2 years) 111,734 hours (~12.8 years)
M4300-48X 249,393 hours (~28.4 years) 154,220 hours (~17.6 years)
M4300-96X TBD TBD
M4300-28G 1,328,968 hours (~151.7 years) 444,117 hours (~50.7 years)
M4300-28G-PoE+ 1,189,685 hours (~135.8 years) 491,811 hours (~56.1 years)
M4300-52G 578,472 hours (~66 years) 301,524 hours (~34.4 years)
M4300-52G-PoE+ 673,207 hours (~76.9 years) 247,969 hours (~28.3 years)
L2 fg% - VLAN

Up to 4,093 VLANS -

IEEE 802.1Q VLAN Tagging | Yes 802.1Q Tagging
Protocol Based VLANs Yes

IP subnet Yes

ARP Yes

IPX Yes
Subnet based VLANs Yes
MAC based VLANs Yes

Based on phones OUI bytes (internal database, or

Voice VLAN Yes user-maintained) or protocols (SIP, H323 and SCCP)
Private Edge VLAN Yes
Private VLAN Yes
IEEE 802.1x Yes

Guest VLAN Yes

RADIUS based VLAN IP phones and PCs can authenticate on the same port but under
assignment via .1x Yes different VLAN assignment policies

RADIUS based Filter
ID assignment via .1x Yes

MAC-based .1x Yes

Unauthenticated
VLAN Yes
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Double VLAN Tagging
(QinQ) Yes
Enabling dvlan-tunnel
makes interface Yes
Global ethertype
(TPID) Yes
Interface ethertype
(TPID) Yes
Customer ID using
PVID Yes
Automatic registration for membership in VLANs
GARP with GVRP/GMRP Yes throughout the network
Multiple Registration _ _
Protocol (MRP) Ves Can replace GARP functionality
Multicast VLAN Registration o
Protocol (MVRP) Ves Can replace GVRP functionality
MVR (Multicast VLAN
registration) Yes
L2 fr%5 — ATFME
Up to 128 LAGs and up to 8 ports per
IEEE 802.3ad - LAGs Yes group
LACP Yes
Static LAGs Yes
Local Preference per
LAG Yes
LAG Hashing Yes
LAG Member Port Flaps
Tracking Yes
Known unicast traffic
egresses only out of
local blade LAG
LAG Local Preference Yes interfarce members
Distributed Link Aggregation | Yes LAGs across the stack
Storm Control Yes
IEEE 802.3x (Full Duplex
and flow control) Yes
Asymmetric and Symmetric Flow
Per port Flow Control | Yes Control
UDLD Support
(Unidirectional Link
Detection) Yes
Normal-Mode Yes
Aggressive-Mode Yes
Allow the link status of specified ports to be dependent on the link
Link Dependency Yes status of other ports
IEEE 802.1D Spanning Tree
Protocol Yes
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IEEE 802.1w Rapid
Spanning Tree Yes
IEEE 802.1s Multiple
Spanning Tree Yes

Per VLAN STP (PVSTP) with

FastUplink and PVST+
FastBackbone Yes (CLI only) interoperability
Per VLAN Rapid STP RPVST+
(PVRSTP) Yes (CLI only) interoperability
STP Loop Guard Yes
STP Root Guard Yes
STP BPDU Guard Yes
STP BPDU Filtering Yes
STP BPDU Flooding Yes
L2 fgs5 — A#EER
IGMPv1/v2 Snooping
Support Yes
IGMPV3 Snooping Support Yes
MLDv1 Snooping Support Yes
MLDv2 Snooping Support Yes
Expedited Leave function Yes
Static L2 Multicast Filtering Yes
Enable IGMP / MLD
Snooping per VLAN Yes
IGMPv1/v2 Snooping
Querier Yes
MLDv1 Snooping Querier Yes
MGMD Snooping
Control Packet
Flooding Yes
Flooding to mRouter
Ports Yes
Remove
Flood-All-Unregistered
Option Yes
Multicast VLAN registration
(MVR) Yes
L3 BR% - (A¥RERH
IGMP Proxy Yes
MLD Proxy Yes
Any Source Multicast (ASM) | Yes
Source Specific Multicast
(SSM) Yes
Multicast streams routing
between subnets, VLANs Yes
Multicast static routes (IPv4,
IPVv6) Yes

35/61




NETGEAR
DVMRP (Distance Vector
Multicast Routing Protocol) Yes
Neighbor discovery Yes
PIM-DM (Multicast Routing -
dense mode) Yes
PIM-DM (IPv6) Yes
PIM-SM (Multicast Routing -
sparse mode) Yes
PIM-SM (IPv6) Yes
PIM multi-hop RP support Yes
PIM Timer Accuracy Yes
PIM-SM Unhandled Events Yes
IPMC replication (hardware
support) Yes
L3 fg% - DHCP
DHCP IPv4 / DHCP IPv6
Client Yes
DHCP IPv4 / DHCP IPv6
Server (Stateless, Stateful) ves
DHCP Snooping IPv4 /IPv6 | Yes
BootP Relay IPv4 / IPv6 Yes
DHCP Relay IPv4 / IPv6 Yes
DHCP Relay Option 82
circuit-id and remote-id for Yes
VLANs
Multiple Helper IPs Yes
Auto Install (DHCP options Ves
66, 67, 150 and 55, 125)
L3 Br%5 — B
Static Routing / ECMP Static
Routing IPv4/IPv6
Multiple next hops to
a given destination Yes
Load sharing,
Redundancy Yes
Default routes Yes
Static Reject routes Yes
Port Based Routing Yes
VLAN Based Routing Yes
802.3ad (LAG) for
Yes
router ports
VRRP IPv4
Pingable VRRP
interface Yes
VRRP Route/Interface
Tracking Yes
Loopback Interfaces Yes

36/61




NETGEAR

Tunnel interfaces IPv4 [ IPv6
Configured 6to4

tunnels ves
Automatic 6to4

tunnels ves
6to4 Border Router Yes

RIP IPv4
RIPv1/ RIPv2 Yes

Ves Enables the exchange of routing information among different routing

Route Redistribution protocols operating within a router

OSPF IPv4/IPv6
OSPFv2 RFC 2328

including older RFC 1583

support Yes
OSPFv3 Yes
OSPF Not-So-Stubby

Area (NSSA) Option Yes
Forwarding of OSPF

Opaque LSAs Yes
Passive interface

feature Yes
Static Area Range

Costs feature Yes
OSPF Equal Cost

Multipath (ECMP) Yes
Dynamically learned

ECMP routes Yes
Statically learned

ECMP routes Yes
OSPF Max Metric

feature Yes
Automatic Exiting of

Stub Router Mode feature Yes
Static Area Range

Costs feature Yes
OSPF LCA Pacing

feature Yes
OSPF Flood Blocking

feature Yes
OSPF Transit-Only

Network Hiding Yes

IP Multinetting Yes

ICMP throttling Yes

Router Discovery Protocol Yes

DNS Client IPv4 | IPv6

IP Helper Yes
Max IP Helper entries | 512
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IP Event Dampening IPv4 [ IPv6
Proxy ARP IPv4 / IPv6
ICMP IPv4/1Pv6
ICMP redirect
o Yes
detection in hardware
Policy Based Routing (PBR) | IPv4/1Pv6
Based on the size of
Yes
the packet
Based on the Protocol
of the payload (Protocol ID Yes
field)
Based on Source
Yes
MAC address
Based on Source or
o Yes
Destination IP address
Based on VLAN tag Yes
Based on
o o Yes
Priority(802.1P priority)
W 4% s ML IR 5
ISDP (Industry Standard Can interoperate with devices running
Discovery Protocol) Yes CDP
802.1ab LLDP Yes
802.1ab LLDP - MED Yes
SNMP V1, V2, V3
RMON 1,2,3,9 Yes
sFlow Yes
ooy
M RFEHRE, DoS
Broadcast, Unicast, Multicast
DoS Protection Yes
Denial of Service Switch CPU
Protection (control plane) Yes protection
Denial of Service ] ] ]
) Switch Traffic protection
Protection (data plane) Yes
L4P
SYNACK
DoS Attacks Protection SIPDIP UDPPORT ORT
ICM
SMACDMAC TCPFLAGSEQ P
ICM
FIRSTFRAG TCPOFFSET PV4
ICM
TCPFRAG TCPSYN PV6
ICM
TCPFLAG TCPSYNFIN PFRAG
TCPPORT TCPFINURGPSH PINGFLOOD
Applied to IPv4 and IPv6 multicast packets with unknown L3
CPU Rate Limiting Yes addresses when IP routing/multicast enabled
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ICMP throttling Yes Restrict ICMP, PING traffic for ICMP-based DoS attacks
HE | |
Protects management CPU access through the LAN (in
Management ACL (MACAL) | Yes band management)
Max Rules 64 ‘ ‘
In-band management can be shut down entirely when out-of-band
Out of band Management Yes management network
RFC 2565 and RFC
Radius accounting Yes 2866
TACACS+ Yes
Malicious Code Detection Yes Software image files and Configuration files with digital signatures
MR
Access Control Lists (ACLs) | L2/L3/L4 MAC, IPv4, IPv6, TCP, UDP
Time-based ACLs Yes
Protocol-based ACLs Yes
ACL over VLANs Yes
Dynamic ACLs Yes
IEEE 802.1x Radius Port Up to 48 clients (802.1x) per port are supported, including the
Access Authentication Yes authentication of the users domain
802.1x MAC Address
Authentication Bypass Supplemental authentication mechanism for non-802.1x devices,
(MAB) Yes based on their MAC address only
Network Authentication Dotlx --> MAP --> Captive Portal successive authentication
Successive Tiering Yes methods based on configured time-outs
Port Security Yes
IP Source Guard Yes IPv4 [ 1IPv6
DHCP Snooping Yes IPv4 / IPv6
Dynamic ARP Inspection Yes IPv4 | IPv6
IPv6 RA Guard Stateless
Mode Yes
MAC Filtering Yes
Port MAC Locking Yes
A protected port doesn't forward any
traffic (unicast, multicast, or
broadcast) to any other protected port
Private Edge VLAN Yes - same switch
Scales Private Edge
VLANS by providing
Layer 2 isolation
between ports across
switches in same
Private VLANs Yes Layer 2 network
BRFRREE (QoS) - ik
Access Lists Yes
L2 MAC, L3 IP and L4
Port ACLs Yes
Ingress Yes
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Egress Yes
Time-based Yes
802.3ad (LAG) for

ACL assignment Yes
Binding ACLs to

VLANSs Yes
ACL Logging Yes
Support for IPv6 fields | Yes

DiffServ QoS Yes
Edge Node

applicability Yes
Interior Node

applicability Yes
802.3ad (LAG) for

service interface Yes
Support for IPv6 fields | Yes
Ingress / Egress Yes

IEEE 802.1p COS Yes
802.3ad (LAG) for

COS configuration Yes
WRED (Weighted

Deficit Round Robin) Yes
Strict Priority queue

technology Yes

Single Rate Policing

Yes (CLI only)

Committed

Information Rate Yes
Committed Burst Size | Yes
Excessive Burst Size | Yes
DiffServ feature

applied to class maps Yes

Yes, based on protocols (SIP, H323

and SCCP) or on OUI bytes (default database and user-based OUIs)

Auto-VolP in the phone source MAC address
iSCSI Flow Acceleration Yes
Dot1p Marking Yes
IP DSCP Marking Yes
QoS — ACL $Esfs
ACL Support (general,
includes IP ACLs) Yes
MAC ACL Support Yes
IP Rule Match Fields:
Destination IP Inbound/Outbound
Destination
IPV6 IP Inbound/Outbound
Destination L4
Port Inbound/Outbound
Every Packet Inbound/Outbound
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IP DSCP Inbound/Outbound
IP Precedence | Inbound/Outbound
IP TOS Inbound/Outbound
Protocol Inbound/Outbound
Source IP (for Mask
support see below) Inbound/Outbound
Source IPv6 IP Inbound/Outbound
L3 IPv6 Flow Label Inbound
Source L4 Port Inbound/Outbound
TCP Flags (ack, est,
fin) Inbound/Outbound
Supports Masking Inbound/Outbound
MAC Rule Match Fields
COos Inbound/Outbound
Destination MAC Inbound/Outbound
Destination MAC
Mask Inbound/Outbound
Ethertype Inbound/Outbound
Source MAC Inbound/Outbound
Source MAC Mask Inbound/Outbound
VLAN ID Inbound/Outbound
Rules attributes
Assign Queue Inbound
Logging -- deny rules | Inbound/Outbound
Mirror (to supported
interface types only) Inbound
Redirect (to supported
interface types only) Inbound
Rate Limiting -- permit
rules Inbound/Outbound
Interface
Inbound direction Yes
Outbound direction Yes
Supports LAG
interfaces Yes
Supports
Control-plane interface Yes
Multiple ACLs per
interface, dir Yes
Mixed-type ACLs per
interface, dir Yes
Mixed L2/IPv4 ACLs
per interface, inbound Yes
Mixed I1Pv4/IPv6
ACLs per interface, inbound Yes
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Mixed IPv4/IPv6
ACLs per interface,

outbound Yes
QoS - DiffServ #M§#
DiffServ Supported Yes
Class Type
All Yes
Class Match Criteria
COos Inbound/Outbound
COs2
(Secondary COS) Inbound
Destination IP
(for Mask support see below) | Inbound/Outbound
Destination
IPV6 IP Inbound/Outbound
Destination L4
Port Inbound/Outbound
Destination
MAC (for Mask support see
below) Inbound/Outbound
Ethertype Inbound/Outbound
Every Packet Inbound/Outbound
IP DSCP Inbound/Outbound
IP Precedence | Inbound/Outbound
IP TOS (for
Mask support see below) Inbound/Outbound
Protocol Inbound/Outbound
Reference
Class Inbound/Outbound
Source IP (for
Mask support see below) Inbound/Outbound
Source IPv6 IP | Inbound/Outbound
L3 IPv6 Flow
Label Inbound
Source L4 Port | Inbound/Outbound
Source MAC
(for Mask support see below) | Inbound/Outbound
VLAN ID
(Source VID) Inbound/Outbound
VLAN ID2
(Secondary VLAN) (Source
VID) Inbound/Outbound
Supports
Masking Inbound/Outbound
Policy
Out Class
Unrestricted Yes
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Policy Attributes -- Inbound
Assign Queue Yes
Drop Yes
Mark COS Yes
Mark COS-AS-COS2 | Yes
Mark COS2

(Secondary COS) Yes
Mark IP DSCP Yes
Mark IP Precedence Yes
Mirror (to supported

interface types only) Yes
Police Simple Yes
Police Single-Rate Yes
Police Two-Rate Yes
Police Color Aware

Mode Yes
Redirect (to supported

interface types only) Yes

Policy Attributes -- Outbound | Yes
Drop Yes
Mark COS Yes
Mark IP DSCP Yes
Mark IP Precedence Yes
Mirror (to supported

interface types only) Yes
Police Simple Yes
Police Single-Rate Yes
Police Two-Rate Yes
Police Color Aware

Mode Yes
Redirect (to supported

interface types only) Yes

Service Interface
Inbound Slot.Port

configurable Yes
Inbound "All' Ports

configurable Yes
Outbound Slot.Port

configurable Yes
Outbound 'All' Ports

configurable Yes
Supports LAG

interfaces Yes
Mixed L2/IPv4 match

criteria, inbound Yes
Mixed 1Pv4/IPv6

match criteria, inbound Yes
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Mixed IPv4/IPv6
match criteria, outbound Yes
PHB Support
EF Yes
AF4x Yes
AF3x Yes
AF2x Yes
AF1x Yes
CS Yes
Statistics -- Policy Instance
Offered packets
Discarded packets
QoS — COS M
COS Support Yes

Supports LAG
interfaces Yes

COS Mapping Config

Configurable
per-interface Yes

IP DSCP Mapping Yes

COS Queue Config

Queue Parms

configurable per-interface Yes
Drop Parms
configurable per-interface Yes

Interface Traffic
Shaping (for whole egress
interface) Yes

Minimum Bandwidth Yes

Weighted Deficit
Round Robin (WDRR)

Support Yes
Maximum Queue
Weight 127
WRED Support Yes
IhREER - IETF RFC #R/&H IEEE W4 HHMY
EE

RFC 854 — Telnet

RFC 3414 — User-Based Security Model

RFC 855 — Telnet option specifications

RFC 3415 — View-based Access Control Model

RFC 1155 — SMi vl

RFC 3416 — Version 2 of SNMP Protocol Operations

RFC 1157 — SNMP

RFC 3417 — Transport Mappings

RFC 1212 — Concise MIB definitions

RFC 3418 — Management Information Base (MIB) for the Simple
Network Management Protocol (SNMP)

RFC 1867 — HTML/2.0 forms with file upload extensions

Configurable Management VLAN

RFC 1901 — Community-based SNMP v2

SSL 3.0and TLS 1.0

RFC 1908 — Coexistence between SNMP v1 and SNMP v2

— RFC 2246 — The TLS protocol, version 1.0
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RFC 2068 — HTTP/1.1 protocol as updated by
draft-ietf-http-v11-spec-rev-03

— RFC 2346 — AES cipher suites for Transport layer
security

RFC 2271 — SNMP framework MIB

— RFC 2818 — HTTP over TLS

RFC 2295 — Transparent content negotiation

SSH 1.5and 2.0

RFC 2296 — Remote variant selection; RSVA/1.0 state
management cookies — draft-ietf-http-state-mgmt-05

— RFC 4253 — SSH transport layer protocol

RFC 2576 — Coexistence between SNMP v1, v2, and v3

— RFC 4252 — SSH authentication protocol

RFC 2578 — SMI v2

— RFC 4254 — SSH connection protocol

RFC 2579 — Textual conventions for SMI v2

— RFC 4251 — SSH protocol architecture

RFC 2580 — Conformance statements for SMI v2

— RFC 4716 — SECSH public key file format

RFC 3410 — Introduction and Applicability Statements for Internet
Standard Management Framework

— RFC 4419 — Diffie-Hellman group exchange for the SSH

transport layer protocol

RFC 3411 — An Architecture for Describing SNMP Management

Frameworks

HTML 4.0 specification, December 1997

RFC 3412 — Message Processing & Dispatching

RFC 3413 — SNMP Applications

Java Script™ 1.3

BAER

Industry-standard CLI with the following features:

Optional user password encryption

—  Scripting capability

Multisession Telnet server

—  Command completion

—  Context-sensitive help

Auto Image Upgrade

ZHINRE L

IEEE 802.1AB — Link level discovery protocol

IEEE 802.3ac — VLAN tagging

IEEE 802.1D — Spanning tree

IEEE 802.3ad — Link aggregation

IEEE 802.1p — Ethernet priority with user provisioning and
mapping

IEEE 802.3ae — 10 GbE

IEEE 802.1Q — Virtual LANs w/ port-based VLANs

IEEE 802.3af — Power over Ethernet

IEEE 802.1S — Multiple spanning tree compatibility

IEEE 802.3at — Power over Ethernet Plus

IEEE 802.1v — Protocol-based VLANs

IEEE 802.3x — Flow control

IEEE 802.1W — Rapid spanning tree

ANSI/TIA-1057 — LLDP-MED

iEEE 802.1AB — LLDP

GARP — Generic Attribute Registration Protocol: clause 12,
802.1D-2004

|IEEE 802.1X — Port-based authentication

GMRP — Dynamic L2 multicast registration: clause 10,
802.1D-2004

|IEEE 802.3 — 10Base-T

GVRP — Dynamic VLAN registration: clause 11.2, 802.1Q-2003

|IEEE 802.3u — 100Base-T

RFC 4541 — IGMP snooping and MLD snhooping

|IEEE 802.3ab — 1000Base-T

RFC 5171 — UniDirectional Link Detection (UDLD) Protocol

Hith 2 Rt
Broadcast storm recovery IGMP and MLD snooping querier
Double VLAN/VMAN tagging Port MAC locking

DHCP Snooping

MAC-based VLANs

Dynamic ARP inspection

IP source guard

Independent VLAN Learning (IVL) support

IP subnet-based VLANs

IPv6 classification APIs

Voice VLANs

Jumbo Ethernet frames

Protected ports

Port mirroring

IGMP snooping

Static MAC filtering

Green Ethernet power savings mode
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REGTNRE

Event and error logging facility

RFC 2030 — Simple Network Time Protocol (SNTP) V4 for IPv4,
IPv6, and OSI

Runtime and configuration download capability

RFC 2131 — DHCP Client/Server

PING utility

RFC 2132 — DHCP options and BOOTP vendor extensions

XMODEM

RFC 2865 — RADIUS client

RFC 768 — UDP

RFC 2866 — RADIUS accounting

RFC 783 — TFTP

RFC 2868 — RADIUS attributes for tunnel protocol support

RFC 791 —IP

RFC 2869 — RADIUS extensions

RFC 792 — ICMP

RFC 28869bis — RADIUS support for Extensible Authentication
Protocol (EAP)

RFC 793 —TCP

RFC 5176 — RADIUS Change of Auth

RFC 826 — ARP

RFC 3164 — The BSD syslog protocol with RFC 5424 update

RFC 951 — BOOTP

RFC 3580 — 802.1X RADIUS usage
guidelines

RFC 1321 — Message digest algorithm

Power Source Equipment (PSE) IEEE 802.af Powered Ethernet
(DTE Power via MDI) standard

RFC 1534 — Interoperability between BOOTP and DHCP

IEEE Draft P802.1AS/D6.7 — IEEE 802.1AS Time Synchronization
Protocol

B EHINRER L

RFC 826 — Ethernet ARP

RFC 2328 — OSPFv2

RFC 894 — Transmission of IP datagrams over Ethernet networks

RFC 2385—Protection of BGP Sessions via the TCP MD5
Signature Option

RFC 896 — Congestion control in IP/TCP networks

RFC 2453 —RIP v2

RFC 1027 — Using ARP to implement transparent subnet
gateways (Proxy ARP)

RFC 3021 — Using 31-Bit Prefixes on Point-to-Point Links

RFC 1256 — ICMP router discovery messages

RFC 3046 — DHCP/BOOQOTP relay

RFC 1321 — Message digest algorithm

RFC 3101 — The OSPF “Not So Stubby Area” (NSSA) option

RFC 1519 — CIDR

RFC 3768 — Virtual Router Redundancy Protocol (VRRP)

RFC 1765 — OSPF database overflow

RFC 3623—Graceful OSPF Restart

RFC 1812 — Requirements for IPv4 routers

Route redistribution across RIP and OSPF

RFC 2082 — RIP-2 MD5 authentication

RFC 2131 — DHCP relay

VLAN routing

BRERE - DiffServ

RFC 2474 — Definition of the differentiated services field (DS
Field) in IPv4/IPv6 headers

RFC 2697 — A Single Rate Three Color Marker

RFC 2475 — An architecture for differentiated services

RFC 3246 — An expedited forwarding PHB (Per-Hop Behavior)

RFC 2597 — Assured forwarding PHB group

RFC 3260 — New terminology and clarifications for DiffServ

BB mE - WaEEFR (ACL)

Permit/deny actions for inbound or outbound IP traffic classification
based on:

Permit/deny actions for inbound or outbound Layer 2 traffic
classification based on:

—  Type of service (ToS) or differentiated services (DS)
DSCP field

—  Source MAC address

—  Source IP address

—  Destination MAC address

—  Destination IP address

—  EtherType

—  TCP/UDP source port

—  VLAN identifier value or range (outer and/or inner VLAN
tag)
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—  TCP/UDP destination port

— 802.1p user priority (outer and/or inner VLAN tag)

—  |IPv6 flow label

Optional rule attributes:

—  IP protocol number

— Assign matching traffic flow to a specific queue

— Redirect or mirror (flow-based mirroring) matching traffic

flow to a specific port

— Generate trap log entries containing rule hit counts

B &R - Class of Service (CoS)

Direct user configuration of the following:

Auto VolP

— IP DSCP to traffic class mapping

— IP precedence to traffic class mapping

— Interface trust mode: 802.1p, IP Precedence, IP DSCP,
or untrusted

— Interface traffic shaping rate

—  Minimum and maximum bandwidth per queue

—  Strict priority versus weighted (WRR/MWDRR/WFQ)

scheduling per queue

—  Tail drop versus Weighted Random Early Detection
(WRED) queue depth management

HARBINRER

RFC 1112 — Host extensions for IP multicasting

RFC3973 — PIM-DM

RFC 2236 — IGMP v2

RFC4601 — PIM-SM

RFC 2710 — MLDv1

Draft-ietf-idmr-dvmrp-v3-10 — DVMRP

RFC 2365 — Administratively scoped boundaries

Draft-ietf-magma-igmp-proxy-06.txt — IGMP/MLD-based multicast
forwarding (IGMP/MLD proxying)

RFC 3376 — IGMPv3

Draft-ietf-magma-igmpv3-and-routing-05.txt — IGMPv3 and
multicast routing protocol interaction

Static RP
RFC3810 — MLDv2 configuration
IPv6 IhRERZ L

RFC 3513 — Addressing architecture
RFC 1981 — Path MTU for IPv6 for IPv6

RFC 3542 — Advanced sockets API
RFC 2373 — IPv6 addressing for IPv6

RFC 2460 — IPv6 protocol specification

RFC 3587 — IPv6 global unicast
address format

RFC 2461 — Neighbor discovery

RFC 3736 — Stateless DHCPv6

RFC 2462 — Stateless autoconfiguration

RFC 4213 — Basic transition
mechanisms for IPv6

RFC 2464 — IPv6 over Ethernet

RFC 4291 — Addressing architecture
for IPv6

RFC 2711 — IPv6 router alert

RFC 4443 — Internet Control Message Protocol (ICMPv6) for the
IPv6 Specification

RFC 5340—OSPF

RFC 3056—Connection of IPv6é Domains via IPv4 Clouds for IPv6
RFC 3315 —Dynamic Host Configuration Protocol for IPv6 RFC 5187 —OSPFv3 Graceful
(DHCPV6) Restart
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RFC 3484 — Default address selection for IPv6

RFC 6164 — Using 127-Bit IPv6 Prefixes on

Inter-Router Links

RFC 3493 — Basic socket interface for IPv6

RFC 6583 — Operational Neighbor Discovery Problems

Supported MIBs

Base Package MIBs

MIBs can be dowloaded here: http://support.netgear.com/for business/default.aspx

ANSI/TIA-1057 — LLDP-EXT-MED-MIB

RFC 2674 — Q-BRIDGE-MIB

DIFFSERV DSCP TC (Draft — no RFC)

RFC 2677 — IANA Address Family Numbers MIB

DNS-RESOLVER-MIB (IETF DNS Working Group)

RFC 2819 — RMON MIB

DNS-SERVER-MIB (IETF DNS Working Group)

RFC 2925 — DISMAN-PING-MIB and
DISMAN-TRACEROUTE-MIB

GreenEthernet Private MIB

RFC 3273 — RMON MIB for High Capacity Networks

IANA-ADDRESS-FAMILY-NUMBERS-MIB (IANA (3/2002)

RFC 3411 — SNMP Management Frameworks MIB

|IEEE 802.1AB-2004 — LLDP MIB

RFC 3411 — SNMP-FRAMEWORK-MIB

IEEE 802.1AB-2005 — LLDP-EXT-DOT3-MIB

RFC 3412 — SNMP-MPD-MIB

POWER ETHERNET MIB (Draft — no RFC)

RFC 3413 — SNMP-NOTIFICATION-MIB

RFC 1155 — SMI-MIB

RFC 3413 — SNMP-PROXY-MIB (initial revision published as RFC
2273)

RFC 1450 — SNMPV2-MIB

RFC 3413 — SNMP-TARGET-MIB (initial revision published as
RFC 2273)

RFC 2273 — SNMP Notification MIB, SNMP Target MIB

RFC 3414 — User-based Security Model for SNMPv3 MIB

RFC 2392 — IANA RTPROTO-MIB

RFC 3415 — View-based Access Control Model for SNMP MIB

RFC 2572 — SNMP Message Processing and Dispatching MIB

RFC 3417 — SNMPV2-TM

RFC 2574 — User-based Security Model for SNMPv3 MIB

RFC 3418 — SNMPv2 MIB

RFC 2575 — View-based Access Control Model for SNMP MIB

RFC 3434 — RMON MIB Extensions for High Capacity Alarms

RFC 2576 — SNMP Community MIB

RFC 3584 — SNMP Community MIB

RFC 2578 — SNMPV2-SMI

RFC 3621 — POWER-ETHERNET-MIB

RFC 2579 — SNMPV2-TC

SNMP-RESEARCH-MIB— SNMP research MIB definitions

RFC 2580— SNMPV2-CONF

SR-AGENT-INFO-MIB— SNMP research MIB definitions

RFC 2613 — SMON-MIB

USM-TARGET-TAG-MIB — SNMP research MIB definitions

Switching Package MIBs

RFC 1213 — MIB-II

RFC 2011 — SNMPv2 Management Information Base

ANSI/TIA 1057 — LLDP-MED MIB

RFC 2213 — Integrated Services MIB

FASTPATH Enterprise MIBs supporting switching features

RFC 2233 — IF-MIB

FASTPATH-MMRP-MIB — MMRP private MIB for IEEE 802.1Q
devices

RFC 2233 — The Interfaces Group MIB using SMI v2

FASTPATH-MSRP-MIB — MSRP private MIB for IEEE 802.1Q
devices

RFC 2674 — VLAN and Ethernet Priority MIB (P-Bridge MIB)

FASTPATH-MVRP-MIB — MVRP private MIB for IEEE 802.1Q
devices

RFC 2737 — Entity MIB (Version 2)

IANAIfType-MIB — IANAIifType Textual Convention

RFC 2819 — RMON Groups 1,2,3, & 9

IEEE 802.1AB — LLDP MIB

RFC 2863 — Interfaces Group MIB

IEEE 802.3AD MIB (IEEE8021-AD-MIB)

RFC 3291 — INET Address MIB

IEEE Draft P802.1AS/D7.0 (IEEE8021-AS-MIB)

RFC 3291 — Textual Conventions for Internet Network Addresses

IEEE LAG-MIB — Link Aggregation module for managing IEEE
802.3ad

RFC 3621 — Power Ethernet MIB

LLDP-EXT-DOT3-MIB (part of IEEE Std 802.1AB)

RFC 3635 — Etherlike MIB

LLDP-MIB (part of IEEE Std 802.1AB)

RFC 3636 — IEEE 802.3 Medium Attachment Units (MAUs) MIB
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RFC 4022 — Management Information Base for the Transmission
Private MIB for 802.1Qat, 802.1Qav Configuration Control Protocol (TCP)

RFC 4113 — Management Information Base for the User Datagram
RFC 1493 — Bridge MIB Protocol (UDP)
RFC 1643 — Definitions of managed objects for the Ethernet-like
interface types RFC 4444 —1S-IS MIB
Routing Package MIBs
FASTPATH Enterprise MIBs supporting routing features RFC 2096 — IP Forwarding Table MIB
IANA-Address-Family-Numbers-MIB RFC 2668 — IEEE 802.3 Medium Attachment Units (MAUs) MIB
RFC 1724 — RIP v2 MIB Extension RFC 2787 — VRRP MIB

RFC 1850 — OSPF MIB

IPv6 Management MIBs ‘ ‘ ‘ ‘

RFC 3419 — TRANSPORT-ADDRESS-MIB IPv6-MIB (draft)

IPv6-ICMP-MIB (draft)

IPv6 Routing MIBs ‘ ‘ ‘ ‘

RFC 2465 — IPv6 MIB RFC 2466 — ICMPVv6 MIB

QoS Package MIB ‘ ‘ ‘ ‘

Private MIBs for full configuration of DiffServ, ACL, and CoS

RFC 3289 — DIFFSERV-MIB & DIFFSERV-DCSP-TC MIBs functionality

Security MIB ’ ‘ ‘ ‘
IEEE8021-PAE-MIB — The Port Access Entity module for

RFC 2618 — RADIUS Authentication Client MIB managing IEEE 802.1X

RFC 2620 — RADIUS Accounting MIB IEEE 802.1X MIB (IEEE 8021-PAE-MIB 2004 Revision)

Multicast Package MIBs

RFC 2932 — IPv4 Multicast Routing MIB (for DVMRPv4 and

PIMDMv4) draft-ietf-idmr-dvmrp-mib-11.txt — DVMRP MIB
draft-ietf-magma-mgmd-mib-05.txt —Multicast Group Membership

RFC 5060—PIM-SM and PIM-DM MIB for IPv4 and IPv6 Discovery MIB (both IGMP and MLD)

RFC 5240—BSR Protocol MIB FASTPATH Enterprise MIBs supporting multicast features

EE

Password management Yes

Configurable Management
VLAN Yes

In-band management can be shut down using Management ACLs
Out-of-band Management Yes when separate management network

Auto Install (BOOTP and
DHCP options 66, 67, 150 Yes
and 55, 125)

Scalable deployment process
(firmware, config)

Admin access control via

) Policies, Enable
Radius and TACACS+ Yes

Industry standard CLI Command Line
(IS-CLlI) Yes interface

CLI commands logged to a
Syslog server Yes

Web-based graphical user

) Fully functional GUI (exceptions are noted below:)
interface (GUI) Yes
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Features without Web GUI
support

PV(R)STP CLI only

Authorization List CLI only

Control Plane ACL CLI only

UDLD CLI only

Policy Based Routing | CLI only

LLPF CLI only

QoS Policy for Single
Rate CLI only

DHCPv6 Snooping CLI only

IPv6 DHCP Relay CLI only

eMail Alerting CLI only

MMRP CLI only
Telnet Yes
IPv6 management Yes
Dual Software (firmware) Allows non disruptive firmware
image Yes upgrade process

Text-based (CLI commands)

Dual Configuration file Yes configuration file
Non disruptive Config With new startup configuration file, the switch gracefully resolves
Management Yes any differences with the running config
IS-CLI Scripting Yes
Port descriptions Yes
SNTP client over UDP port Provides synchronized network timestamp either in broadcast or
123 Yes unicast mode
XMODEM Yes
SNMP v1/iv2 Yes
SNMP v3 with multiple IP
addresses Yes
RMON 1,2,3,9 Yes

Max History entries

3 * (number of ports in the stack + LAG + 10)

Max buckets per
History entry

10

Max Alarm entries

3 * (number of ports in the stack + LAG + 10)

Max Event entries

3 * (number of ports in the stack + LAG + 10)

Max Log entries per
Event entry

10

Port Mirroring

Yes

Number of monitor

sessions 1 (multiple sessions are configurable)
Tx/RX Yes
Many to One Port

Mirroring Yes
LAG supported as

source ports Yes
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Max source ports in a
session Total switch port count
Remote Port Mirroring
(RSPAN) Yes
When a particular session is enabled, any traffic entering or leaving the source ports of that session is
copied (mirrored) onto a Remote Switched Port Analyzer (RSPAN) VLAN
Flow based mirroring Yes
Cable Test utility Yes CLI, Web GUI
Outbound Telnet Yes
SSH vl/v2 Secure Shell
SSH Session
Configuration Yes
SSL/HTTPS and TLS v1.0
for web-based access Yes
File transfers (uploads,
downloads) TFTP /HTTP
Secured protocols for file
transfers SCP / SFTP/HTTPS
HTTP Max Sessions 16
SSL/HTTPS Max Sessions 16
HTTP Download (firmware) Yes
Email Alerting Yes (CLI only)

Syslog (RFC 3164) (RFC
5424)

Yes, forwarding messages via UDP using the Syslog protocol to one or more

collectors or relays

Persistent log supported

Yes

OpenFlow 1.3 Supports a single-table OpenFlow 1.3 data forwading path

EERAHPEE

User ID configuration Yes
Max number of

configured users 6
Support multiple

READWRITE Users Y
Max number of IAS

users (internal user

database) 100

Authentication login lists Yes

Authentication Enable lists Yes

Authentication HTTP lists Yes

Authentication HTTPS lists Yes

Authentication Dot1x lists Yes

Accounting Exec lists Yes

Accounting Commands lists | Yes

Login History 50

M4300 series - Platform

Constants

Maximum number of remote

Telnet connections 5
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Maximum number of remote
SSH connections 5
128K 16K (all other

Number of MAC Addresses

(M4300-24X24F,M4300-48X)

models)

Number of VLANs

4K

VLAN ID Range

1-4093

Number of 802.1p Traffic
Classes

8 classes (standalone)

7 classes (stack)

IEEE 802.1x

Number of .1x clients
per port

48

Number of LAGs

128 LAGs with up to 8 ports per group

Maximum multiple spanning

tree instances (MSTP) 32

Maximum per VLAN

spanning tree instances

(PVST) 32

MAC based VLANS Yes
Number supported 256

Number of network buffers 246

Number of log messages

buffered 200

Static filter entries
Unicast MAC and

source port 20
Multicast MAC and

source port 20
Multicast MAC and

destination port (only) 2,048

Subnet based VLANs Yes
Number supported 128

Protocol Based VLANs Yes
Max number of

groups 128
Max protocols 16

Maximum Multicast MAC

Addresses entries 2K

Jumbo Frame Support Yes

Max Size Supported

12k (M4300-24X24F,M4300-48X)

9k (all other models)

Number of IP Source Guard

stations 379
Number of DHCP snooping

bindings 32K
Number of DHCPv6

snooping bindings 32K
Number of DHCP snooping

static entries 1024
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LLDP-MED number of

remote nodes

2 x Total stack port count

LLDP Remote
Management address
buffers

2 x Total stack port count

LLDP Unknown
TLV address buffers

100

LLDP
Organisationally Defined
Large TLV buffers

Total stack port count

LLDP
Organisationally Defined
Small TLV buffers

12 x Total stack port count

Port MAC Locking Yes
Dynamic addresses
per port 4096
Static addresses per
port 48
sFlow
Number of samplers Total stack port count
Number of pollers Total stack port count
Number of receivers 8
Radius
Max Authentication
servers 32
Max Accounting
servers 32

Number of Routes (v4/v6)

IPv4 only SDM build

12K (M4300-24X24F,M4300-48X)

512 (all other models)

SDM (System
Data
Management,
or switch

database)

IPv4/1IPv6 SDM build

IPv4 routes

8K (M4300-24X24F,M4300-48X)

512 (all other models)

IPv6 routes

4K (M4300-24X24F,M4300-48X)

256 (all other models)

RIP application route
scaling

512

OSPF application
route scaling

12K (M4300-24X24F, M4300-48X)

512 (all other models)

Number of routing interfaces

(including port/vlan) 128
Number of static routes
(v4ive) 64/64
OSPF

OSPFv2 max
neighbors 400
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OSPFv3 max
neighbors 400
OSPFv3 max
neighbors per interface 100
Tunnels
Number of configured
v6-over-v4 tunnels 8
Number of automatic
(6to4) tunnels 1
Number of 6to4 next
hops 16
DHCP Server
Max number of pools | 256
Total max leases 2K
DNS Client
Concurrent requests 16
Name server entries 8
Seach list entries 6
Static host entries 64
Cache entries 128
Domain search list
entries 32
DHCPv6 Server
Max number of pools | 16
DNS domain names
within a pool 5
DNS server
addresses within a pool 8
Delegated prefix
definitions within a pool 10

Number of Host Entries
(ARP/NDP)

IPv4 only SDM build

8K (M4300-24X24F,M4300-48X)

2K (all other models)

SDM (System
Data
Management,
or switch

database)

IPv4/1IPv6 SDM build
(v4/v6)

6K (M4300-24X24F,M4300-48X)

2.5K (all other
models)

Static v4 ARP Entries

128

Number of ECMP Next Hops
per Route

16 (M4300-24X24F,M4300-48X)

4 (all other models)

Number of ECMP groups

256 (M4300-24X24F,M4300-48X)

128 (all other models)

Total ECMP nexthops in
Hardware

4,096
(M4300-24X24F,M4300-48X)

2,048 (all other
models)

IGMPv3 / MLDv2 Snooping
Limits
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IGMPVv3/MLDvV2 HW

entries when IP Multicast 512/512 64/32 (all other
present (M4300-24X24F,M4300-48X) models)
IP Multicast

Number of IPv4/IPv6
Multicast Forwarding Entries

1,024/512
(M4300-24X24F,M4300-48X)

96/32 (all other
models)

IGMP Group
Memberships per system

2K (IPv4) and 2K (IPv6)
(each for v4 & v6)

IPv4 Multicast routes
(IPv4 only)

1.5K (M4300-24X24F,M4300-48X)

128 (all other models)

DVMRP Neighbors

256

PIM-DM Neighbors 256
PIM-SM Neighbors 256
PIM-SM Static RP

Entries 5
PIM-SM Candidate

RP Group Range Entries 20
PIM-SM SSM Range

Entries 5
IGMP Sources

processed per group per

message 73

ACL Limits

Maximum Number of
ACLs (any type) 100

Maximum Number

Configurable Rules per List

1,023 ingress / 511 ingress

Maximum ACL Rules

per Interface and Direction

1,023 ingress / 511 ingress

Maximum ACL Rules
per Interface and Direction
(IPv6)

893 ingress / 509 egress

Maximum ACL Rules

(system-wide) 16K
Maximum ACL
Logging Rules (system-wide) | 128

COS Device Characteristics

Configurable Queues
per Port

8 queues (standalone)

7 queues (stack)

Configurable Drop
Precedence Levels

DiffServ Device Limits

Number of Queues

8 queues (standalone)

7 queues (stack)

Requires TLV to
contain all policy instances
combined

Yes

Max Rules per Class

13
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Max Instances per
Policy 28
Max Attributes per
Instance 3
Max Service
Interfaces 116
Max Table Entries
Class Table 32
Class Rule Table | 416
Policy Table 64
Policy Instance
Table 1,792
Policy Attribute
Table 5,376
Max Nested
Class Chain Rule Count 26
AutoVolP number of voice
calls 20
iSCSI Flow Acceleration
Max Monitored TCP
Ports/IP Addresses 16
Max Sessions 192
Max Connections 192
OpenFlow 1.3
Number of max
OpenFlow access rules 1,024
Number of max
OpenFlow forwarding rules 1,792

LEDs

Per port

Speed, Link, Activity

Per device (half-width
models)

Power, Fan, Stack Master, Stack ID

Per device (full width

models) Power 1, Power 2, Fan, Stack Master, Stack ID

MERE

Rf
M4300-8X8F #2: 8.35 inches (21.2 cm) (half-width); &: 1U - 1.73 inches (4.4 cm); 3R: 13.58 inches (34.5 cm)
M4300-12X12F
M4300-24X #2: 8.35 inches (21.2 cm) (half-width); &: 1U - 1.73 inches (4.4 cm); 3R: 13.58 inches (34.5 cm)
M4300-24X24F
M4300-48X F&: 17.32 inches (44 cm); &: 1U - 1.73 inches (4.4 cm); 3R: 13.58 inches (34.5 cm)
M4300-96X F&: 17.32 inches (44 cm); &: 2U - 3.47 inches (8.8 cm); 3R: 21.08 inches (53.5 cm)
M4300-28G %5 17.32 inches (44 cm); &: 1U - 1.73 inches (4.4 cm); 3R: 12.2 inches (31 cm)
M4300-28G-PoE+ #5:17.32 inches (44 cm); &: 1U - 1.73 inches (4.4 cm); 3R: 12.2 inches (31 cm)
M4300-52G :17.32 inches (44 cm); &: 1U - 1.73 inches (4.4 cm); 3: 12.2 inches (31 cm)

M4300-52G-PoE+

o |

: 17.32 inches (44 cm);

g

:1U - 1.73 inches (4.4 cm);

5

7N

¥R 15.28 inches (38.8 cm)

e
2]
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M4300-8X8F 7.31 |b (3.32 kg)
M4300-12X12F 8.14 |b (3.69 kg)
M4300-24X 91.2 |b (4.14kg)
M4300-24X24F 13.48 Ib (6.12 kg)
M4300-48X 14.44 b (6.55 kg)
M4300-96X(XSM439
6KO Z=HFARRAN) 25.90 Ib (11.76 kg) APM408C: 0.81 Ib (0.37 kg) APM408F: 0.67 Ib (0.30 kg)

M4300-96X(XSM439
6K1 A 1E&ESRMAE)

35.86 Ib (16.28 kg) APM408P: 0.95 Ib (0.43 kg) APM402XL: 0.66 Ib (0.30 kg)

M4300-28G

9.94 Ib (4.51 kg)

M4300-28G-PoE+
(GSM4328PA version 550W
PSU)

11.21 Ib (5.09 kg)

M4300-28G-PoE+

(GSM4328PB version
1,000W PSU) 11.47 Ib (5.20 kg)
M4300-52G 10.81 1b (4.91 kg)

M4300-52G-PoE+
(GSM4352PA version 550W
PSU)

14.44 Ib (6.55 kg)

M4300-52G-PoE+
(GSM4352PB version
1,000W PSU)

14.7 1b (6.67 kg)

FLIROH#E

Worst case, all ports used,
full PoE, line-rate traffic

M4300-8X8F 49W max
M4300-12X12F 97W max
M4300-24X 125W max
M4300-24X24F 161W max
M4300-48X 237.2W max
M4300-96X (F PoE) | &k 566W
M4300-96X (FK

PoE:1440W) K 2006W
M4300-28G 34.5W max
M4300-28G-PoE+

(GSM4328PA version 550W | 577W (1 PSU); 575W (2 PSUs in RPS mode); 797W (2 PSUs in EPS share

PSU) mode) max

M4300-28G-PoE+

(GSM4328PB version 833.2W (1 PSU); 832.5W (2 PSUs in RPS mode); 833.2W (2 PSUs in EPS
1,000W PSU) share mode) max
M4300-52G 47.4W max
M4300-52G-PoE+
(GSM4352PA version 550W | 609W (1 PSU); 611W (2 PSUs in RPS mode); 865W (2 PSUs in EPS share mode); 915W (2 PSUs in EPS
PSU) share mode with external RPS) max
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M4300-52G-PoE+

(GSM4352PB version 888W (1 PSU); 902W (2 PSUs in RPS mode); 1,585W (2 PSUs in EPS share mode); 1,655W (2 PSUs in
1,000W PSU) EPS share mode with external RPS) max
RRESH
Operating:
Temperature 32° to 122°F (0° to 50°C)
Humidity 90% maximum relative humidity, non-condensing
Altitude 10,000 ft (3,000 m) maximum
Storage:
Temperature — 4°to 158°F (-20° to 70°C)
Humidity 95% maximum relative humidity, non-condensing
Altitude 10,000 ft (3,000 m) maximum
MBS EE
CE mark, commercial
FCC Part 15 Class A
VCCI Class A
Class A EN 55022
IAIE
(CISPR 22) Class A
Class A C-Tick
EN 50082-1
EN 55024
zZe
CE mark, commercial
IAIE CSA certified (CSA 22.2 #950)
UL listed (UL 1950)/cUL IEC 950/EN 60950
BRAR
FIRZ
RJ45 straight-through wiring serial console cable to DB9
Mini-USB console £ 45
SFP+E O MREIET
BEREBERTEERE
e =ERS
%R CD 2 T e AR
- R REIEm
- CLI#5F
- R EEES
- B RREES
- Mini-USB & OIXE)
M4300-8X8F,
MA300-12X12F EEZIHEYF AR — APS250W fHEfELR
MA4300-24X 1 BFBEINRERES — KR, —PMEAKENSR, URRY

2 GBI LFAE—D WUHNRAEANZRER: —NATRAaMY P EMERTRENEF

M4300-24X24F,
M4300-48X

EEZIRFHEZ—D APS250W fEERER
LU NRLEREN
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M4300-96X(XSM4396K0 %=
HLFERRZ)

2RU empty switch without power supply unit (to be purchased separately)
Two regular (short) brackets and screws for two-post rack mount (for front posts)

Rails and screws for four-post rack mount (for rear posts)

M4300-96X(XSM4396K1 A

RESER

hRAR)

2RU switch with one APS600W power supply unit and six APM408F units (8x1G/10GBASE-X SFP+ Port

Cards) in
their packaging each
Two regular (short) brackets and screws for two-post rack mount (for front posts)

Rails and screws for four-post rack mount (for rear posts)

M4300-28G, M4300-52G

SR, FHRE— APSI50W AR

LU NRLEEN

M4300-28G-PoE+
(GSM4328PA version 550W

PSU)

SN, FHREZ—> APS550W AR

M4300-52G-PoE+
(GSM4352PA version 550W

PSU)

I

2
Wt
W

0

WU NRLEEN

M4300-28G-PoE+

(GSM4328PB version LEZHAL, FRE— APS1000W ftEiESR
1,000W PSU)
M4300-52G-PoE+
(GSM4352PB version 1U MELEEH
1,000W PSU)
AR
APS150W 150W AC PSU for M4300-28G and M4300-52G 2P8150W_100NES/AJ
APS250W 250W AC PSU for M4300-8X8F, M4300-12X12F, M4300-24X, M4300-24X24F | APS250W-100NES/AJ
ML M4300-48X S
APSESOW 550W AC PSU for M4300-28G-PoE+ (GSM4328PA) and M4300-52G-PoE+ APS550W-100NES/AJ
(GSM4352PA) S
APS600W 600W AC PSU for M4300-96X (preferred for non-PoE applications) QPSGOOW_lOONES/AJ
APS1000W 1,000W AC PSU for M4300-28G-PoE+ (GSM4328PB), M4300-52G-PoE+ APS1000W-100NES/A
(GSM4352PB) and RPS4000 JS
APS1200W 1,200W AC PSU for M4300-96X (preferred for non-PoE applications) ?581200W_100NES/A
RPS4000 External / Redundant Power Supply (up to four switches) for M4300-52G-PoE+ :PS4OOO_200NES/AJ
AGM731F 1000BASE-SX SFP GBIC (Multimode) AGM731F
AGM732F 1000BASE-LX SFP GBIC (Single mode) AGM732F
AGM734 1000BASE-T RJ45 SFP GBIC AGM734-10000S
AXC761 10GSFP+ Cu (passive) SFP+ to SFP+ Direct Attach Cable 1m AXC761-10000S
AXC763 10GSFP+ Cu (passive) SFP+ to SFP+ Direct Attach Cable 3m AXC763 -10000S
AXM761 10GBASE-SR SFP+ GBIC (OM3/OM4 Multimode) AXM761-10000S
AXM761 (Pack of 10 )
units) 10GBASE-SR SFP+ GBIC (OM3/OM4 Multimode) AXM761P10-10000S
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AXM762 10GBASE-LR SFP+ GBIC (Single mode) AXM762-10000S
AXM762 (Pack of 10 .
units) 10GBASE-LR SFP+ GBIC (Single mode) AXM762P10-10000S
AXM763 10GBASE-LRM SFP+ GBIC (Long Reach Multimode for OM1/OM2, also AXM763-10000S
compatible with OM3/OM4)
AXM764 10GBASE-LR LITE SFP+ GBIC (Single mode) AXM764-10000S
RIEF ST
BHHRRE 5 F
TTBiER
M4300-8X8F
M, BOM XSM4316S-100NES
|7 XSM4316S-100AJS
ik XSM4316S-100PRS

M4300-12X12F

M, BOM

XSM4324S-100NES

K XSM4324S-100AJS

B XSM4324S-100PRS
M4300-24X

EM, B XSM4324CS-100NES

K XSM4324CS-100AJS

ot XSM4324CS-100PRS

M4300-24X24F

M, BOM

XSM4348S-100NES

Tk XSM4348S-100AJS

H XSM4348S-100PRS
M4300-48X

ZM, BN XSM4348CS-100NES

Tk XSM4348CS-100AJS

B XSM4348CS-100PRS

M4300-96X

£IR(ENHE, F PSU)

ZMN, BUN (ATEMH 48xSFP+)
TX (A[TEM 48xSFP+)

£3IK (10G )

4Bk (10G B [0 PoE+)

£3IK (10G kM)

£3IK (40Gk0)

M, BN (600W PSU)

A (600W PSU)

ZEM, BUM (1,200W PSU)

XSM4396K0-10000S
XSM4396K1-100NES
XSM4396K1-100AJS
APM408C-10000S
APM408P-10000S
APM408F-10000S
APM402XL-10000S
APS600W-100NES
APS600W-100AJS
APS1200W-100NES

M4300-28G

EM, BN

GSM4328S-100NES

NI GSM4328S-100AJS
R GSM4328S-100PRS

M, BN

GSM4328PA-100NES
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NI GSM4328PA-100AJS
R GSM4328PA-100PRS
=M, BOM GSM4328PB-100NES
NI GSM4328PB-100AJS
R GSM4328PB-100PRS
=M, BOM GSM4352S-100NES
TR GSM43525-100AJS
R GSM4352S5-100PRS
=M, BOM GSM4352PA-100NES
TR GSM4352PA-100AJS
H GSM4352PA-100PRS
=M, BOM GSM4352PB-100NES
TR GSM4352PB-100AJS
Hh GSM4352PB-100PRS

NETGEAR, NETGEAR 4 logo, ProSUPPORT,ProSAFE, Connect with Innovation #3.2 NETGEAR £ £EMEBE RN EMRTIF. SEERLEELHTES

. © NETGEAR, Inc.. fREBEFBERF.
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